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Development Blues

Nothing is more enlightening for a technologist than to observe development in 
progress. We’re faced constantly with a bewildering array of choices and tools. We 
see specifications on paper that then become something completely different when 

we actually get to see them implemented in actual software that we then configure to meet 
our needs, or at least we hope.  
 I’ve been spending some time working with a team doing an SOA proof-of-concept test 
and it’s reminded me of what an open book the world of SOA is, and how few pages have re-
ally been written in it. The migration of ideas to specifications, and then their transforma-
tion within software is a strange process.  
 Given that SOA has so many optional parts, it’s not hard to understand how difficult it is 
for a vendor to put together a product that actually guides developers in the development 
process. In what may be the biggest irony of SOA, the technology that we use to enable in-
teroperability is really a set of standalone software, distinct and separate from one another. 
 If you think about it, there is a logical progression of development for SOA, but be-
cause so much of SOA is about enabling communications with existing software rather 
than creating new services from scratch, there is no one typical development path. This is 
unfortunate, because the current situation is very similar to a least-common denomina-
tor approach, one where each aspect of development is distinct and isolated. You have one 
console for creating UDDI registry entries, another tool for creating WSDL and other docu-
ments, yet another tool for the actual coding of a service, and still another, different place 
for defining security entitlements. None of which are aware of one 
another. This makes development a fragmented, disjointed process.  
 Some may argue that it has to be this way for a toolset to support 
the broadest range of capabilities. I would agree, but I also think it’s 
possible to create an SOA-focused development tool in the same 
way that folks like Borland created a Java editor that understood the 
environments in which it was used. In the same way that code edi-
tors today can understand the differences between BEA WebLogic 
and IBM WebSphere, there is a need for a development environ-
ment that understands the various standards as well as the concrete implementations of 
those standards and how to interface with them to make a development process seamless. 
 I am well aware this is not as trivial as it sounds. Just keeping an environment in synch 
with the various levels of specifications is not trivial. Supporting the latest is never enough 
– think about what would happen if the actual deployment environment is behind in 
revisions and needs a previous version. Now add to that differing implementations of 
standards by various vendors and you can begin to imagine the scope and depth of this 
problem. A good number of vendors have shied away from even contemplating a solution 
to the issue, preferring to believe there is no solution.
 That’s a problem, and an opportunity. SOA is too complex to be implemented piecemeal 
by cobbling together a set of tools. There is a strong need for a product to manage the 
complexity and variety of the process in a structured fashion. While XML editors such as 
XML Spy are very good at what they do, what’s really needed is a more structured approach 
to creating services that removes the need to edit XML at all in favor of a more integrated 
approach that allows the developer to see into the whole process. Simple services are easy 
enough, but once we start to build complex, composite services that use things like WS 
Transactions or WS Orchestration, there needs to be a holistic view of the entire process, 
including the documents and descriptions that go along with service deployment.  
 This issue focuses on development tools, techniques and practices. We’ll show you how 
to do SOA now, and let you think about how it should be done better in the future.   

WRITTEN BY SEAN RHODY
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ARCHITECTURE

The reality, as any line-of-business de-
veloper can attest, is much less clear-
cut. The challenge is that governance 

only gets harder the more an organization 
moves towards a service-based architecture.
 One of the first myths that drives a 
number of enterprise architecture gover-
nance decisions is that adding more rules 
reduces risk. That may be true in theory, 
but in practice it actually increases risk. 
The reason is simple: complexity increases 
risk. A perfect case study of this, one that 
most people have probably experienced, 
is password-control policies. As many IT 
organizations have attempted to “improve 
security,” they’ve done things like disal-
low use of dictionary words in passwords, 
force passwords to change often, disallow 
reuse of older passwords, etc. The net result 
is that, because of the added complexity, 
more people write down their password on 
a Post-it note. And written-down passwords 
increase the likelihood of a security breach 
while, at the same time, making it harder 
to detect the breach. Increased complexity 
increases risk.

Avoiding the Complexity Pitfall
 There are two ways to address this com-
plexity issue:
• Have fewer rules, but make them more 

important rules
• Automate compliance with the rules

 In terms of gauging the importance of 
rules, I’ve seen a number of cases where 
architects put too much emphasis on the 
technical side and too little emphasis on the 
business side. For example, let’s look at a 
technical requirement: the need to pro-
mote reuse. This often leads to many rules: 
Rules around the use of certain schemas, 
security mechanisms, designing a service 

interface, and many others. Reuse is no 
doubt important so it makes sense to have 
rules to promote it. But, let’s contrast this 
with a business requirement: regulatory 
compliance – whether it’s Sarbanes-Oxley 
(SOX), European Union privacy regulations, 
HIPAA, or even Visa’s Cardholder Informa-
tion Security Program (CISP). These lead to 
a large set of rules as well. So, let’s say you 
had to choose between rules to promote re-
use or rules to ensure regulator compliance. 
Would you choose the rules that have no 
directly quantifiable upside and, at worst, 
lead to increased cost and reduced agility? 
Or, would you choose the rules that would 
keep you from going to jail, getting fired, 
getting fined, or force your company to shut 
down? When put in these terms it’s easy to 
see which rules are the most important.
 The other approach is to attempt to au-
tomate as much rule checking as possible. 
There are solutions that help address this at 
every stage of the application lifecycle. Of 
course, not every rule can be automated, 
so you still need to be mindful to tightly 
control and prioritize the set of rules that 
development must follow.

Automating Governance
 For the rules that can be automated, one 
of the most common approaches is a de-
ployment checkpoint. At deployment time 
your services are checked against a set of 
automated rules. These might validate that 
the services are WS-I-compliant, (increas-
ing their interoperability) and follow further 
sets of rules that are specific to your orga-
nization. This might be that the services 
use specific predefined schemas, only use 
certain message transports, etc. The good 
thing is that this catches non-compliant 
services before they go into production. The 
downside is that by the time the service is 

caught, it’s often too late. When it’s a choice 
between meeting a business deadline or 
following the architecture committee’s 
guidelines, most often the business wins.
 The next aspect of automating gover-
nance rule validation is applying checks 
at development time. There are a number 
of products emerging that can validate 
the same sets of rules as the “deployment 
checkpoint” approaches, but  do this as a 
normal and natural part of the develop-
ment process itself. The advantage of these 
tools is that they guide the developer down 
the right path from day one as they build 
their services, so there’s no wasted effort. 
An added benefit of these tools is that they 
not only validate that the metadata (such 
as WSDL) is complieswith the rules, but 
they often validate that the content of the 
messages themselves is also compliant. This 
includes checks such as whether the mes-
sages actually match the WSDL, whether 
the use of the SOAP protocol is WS-I com-
pliant, etc.
 There is a major blind spot in these ap-
proaches: they can only validate what they 
can see. This is where the third aspect of 
automating governance comes in: runtime 
governance. There are three different kinds 
of blind spots in development and deploy-
ment time governance products that are 
addressed by the more advanced runtime 
governance products.

Blind Spot #1: Service Behavior
 While development and deployment 
time approaches can validate metadata 
like WSDL and (in some cases) message 
content, what they can’t do is validate that 
a service behaves according to the rules. 
For example, does the service properly keep 

  “Our processes are bulletproof. Nothing gets into production that doesn’t go 

through the proper and complete approval process.” Famous last words uttered by far 

too many enterprise architects. Some of them actually believe it’s true – others think 

that by hoping it’s true, maybe, just maybe, they can make it true.

The Challenges of SOA
Which rules are necessary and which are just nice to have

WRITTEN BY DAN FOODY
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an audit trail in all required cases? Does 
the service only allow authorized individu-
als to use it? These are things that can’t be 
validated by development or deployment 
time governance tools. Even testing tools 
can’t adequately validate that these kinds of 
rules are enforced in all the requisite cases. 
In many cases, when these types of rules 
are implemented in code, the only way to 
validate that they are properly enforced is 
by diving deeply into the code and evalu-
ating it against a wide series of potential 
scenarios.
 Alternately, you can take advantage of 
runtime governance tools. These products 
change governance rules related to behav-
ior from being a coding task to a configu-
ration task. In these products you point 
and click to declare auditing, security, and 
other policy behaviors. Moving the enforce-
ment of these rules from a coding task to 
a configuration task addresses two issues: 
repeatability – configure these products the 
same way, and they behave the same way. 
The same can’t be said about custom per-
service code. Secondly, since the configura-
tion itself is metadata, validating whether 
the service meets the governance rules can 
now be automated, eliminating or at least 
significantly reducing the chance of human 
error while simultaneously reducing the 
time and cost of validation.

Blind Spot #2: Process  
Awareness
 Service Oriented Architectures dra-
matically change the way you need to think 
about your production applications. When 
a service goes into production, that’s not 
the end – it’s just the beginning. The reason 
is that every time a service is reused, it 
essentially becomes part of a new applica-
tion – a new business process – and that 
business process may have an entirely new 
set of rules to obey. For instance, a service 
that’s used to store an audit log of informa-
tion. When the service goes into production 
you might apply a certain set of governance 
rules to it – checking those at development 
and deployment time. Let’s say another 
service – part of a new application – now 
starts using the audit-log service to store 
order information as part of an order-
ing process and that order information 
includes credit card data. In this case, the 
service would now be subject to Visa CISP 
rules even though the service wasn’t changed 
and wasn’t redeployed. The only thing that 
changed was how the service was used, and 
now the set of applicable governance rules 
changes.

 The net result is that you can’t assume 
that development and deployment time 
governance checks on a service are enough. 
This is another role where runtime gov-
ernance comes to the rescue. The most 
advanced runtime governance products 
can apply their governance policies not 
only to individual services, but across entire 
end-to-end business processes, regardless 
of when the services were deployed. Since 
the new business process and thus the new 
use of the service is what is being deployed, 
you can validate the policies effectively at 
business-process deployment time. In con-
trast, without awareness of a new context of 
use, the business process, you’d be forced 
to re-analyze each service that’s already in 
production the moment another applica-
tion is deployed – a very complex and time-
consuming challenge.

Blind Spot #3: Rogue Services
 Up until now, we’ve gone with the as-
sumption that the governance review 
process is aware of all of the services and 
uses of services that are going into produc-
tion. But, is this a realistic assumption? It 
turns out that in many cases it’s not. If a 
service or service-use gets into production 
and it didn’t go through the proper approval 
process, you have what’s called a rogue 
service. Rogue services are organizational 
risks because you just don’t know whether 
they’re in compliance or not. It doesn’t mat-
ter how well you tried to follow your process 
– if a service gets into production and it’s 
not auditing financial data (and so isn’t 
SOX-compliant) someone might go to jail. 
The SEC doesn’t give you amnesty because 
you tried to follow your process.
 Rarely are rogue services the result of ma-
licious acts. Most people in an organization 
don’t try to bypass the approval process – it 
can happen for a lot of innocent reasons. For 
example, let’s say you’re deploying a pack-
aged application or an application built by 
a third-party outsourcer – you might not be 
aware of all of the services contained in this 
application. Even when you are, sometimes 
there are just too many to fully evaluate 
– SAP, for example, has hundreds of services 
ready to use out-of-the-box. A second case 
might be a service that was built purely 
for internal use in an application and so 
wasn’t subject to the approval process – but 
someone in another application gets a hold 
of it and starts using it. When you talk about 
rogue service use, the set of cases where this 
can occur grows even longer. One organiza-
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Enterprise Data Integration
Business Boon or Budget Breaker?

DATABASES

Open standards-based technologies 
like XML promise to unify enter-
prise data and enable advanced 

Web Services and SOA. But while XML may 
be standards-based, most existing enter-
prise data isn’t, nor is it easily extensible. 
Complicating matters further is the fact that 
many large enterprises rely on EDI systems 
to exchange business information with their 
partners. EDI is generally not interoperable 
with other systems.
 XML gives organizations the ability to 
leverage existing systems and increase their 
usefulness by adding the flexibility required 
for real-time data exchange. Furthermore, 
it can facilitate the exchange across de-
partmental and geographical boundaries 
and through system and programmatic 
constraints. But XML is not, in and of itself, 
a cure-all for data integration. Successfully 
integrating XML with other data formats 
requires applications that integrate system 
interfaces and map between data structures.

No Two Data Formats Are Alike
 There are various formats for storing and 
exchanging data in use today and the fact that 
no two are alike add to the challenges of infor-
mation accessibility and data integration. 
Let’s take a look at the most popular formats 
and what makes each of them unique.

Relational databases 
 This is the dominant storage mechanism 
for structured enterprise data, an efficient 
means of storing, searching for, and retriev-
ing information from large collections of 
data. Relational databases specialize in relat-
ing individual data records grouped by type 

in tables. Records can be joined together as 
needed using SQL and presented to business 
users as meaningful information.
 The technology is mature, and so the sheer 
volume of information stored in relational 
databases and the number of hours invested 
developing structures and specialized systems 
make them valuable assets. But their flexibility 
remains limited when it comes to integrat-
ing with other systems. Also, the differences 
between major commercial implementations 
can make data integration difficult.
 
Electronic data interchange (EDI)
 Long before the Internet made business-
to-business electronic trade a standard prac-
tice, there was EDI. This set of widely used 
formats allows for the electronic exchange 
of information, and was developed to en-
able independent organizations to reliably 
exchange various types of data, including 
purchase orders, invoices, shipping notices, 
medical and insurance claims, and the like.
 EDI has proven valuable for supplanting 
paper-based business processes. It has also 
enabled organizations to exchange large 
amounts of information with partners and 
other companies quickly in a fairly standard-
ized interaction.
 Many larger organizations have substantial 
investments in EDI technology. But smaller 
companies have been less likely to invest in 
EDI technology partly because the imple-
mentations are infrastructure-, training-, and 
maintenance-intensive. To partner with larger 
enterprises, however, these smaller compa-
nies must find a way to handle EDI-based 
business transactions otherwise they risk 
missing lucrative business opportunities.

Flat files
 Many legacy enterprise systems and 
popular applications, including accounting, 
banking, CRM, and spreadsheet software, 
support flat-file formats. They are fre-
quently used as an interchange format for 
transferring information between applica-
tions, including databases. However, flat 
files generally require additional processing 
to interoperate with common data formats 
such as EDI or XML and can be cumber-
some when dealing with large amounts of 
information.
 
XML 
 In the world of information interchange, 
the use of XML has grown steadily, and it 
now plays a central role in data manage-
ment, transformation, and exchange. It has 
gotten widespread support from leading 
software, server, and database vendors, 
and has become the language of choice for 
lowering the cost of processing, searching, 
exchanging, and reusing data and informa-
tion.
 The openness of XML allows it to be 
exchanged between virtually any hard-
ware, software, or operating system, and 
allows for information interchange without 
restriction. XML and XML-based technolo-
gies such as XML Schema, XSL, WSDL, and 
SOAP are all open standards that can be 
used in conjunction with any programming 
language or platform. Thus, XML technolo-
gies can be used on and between virtually 
any combination of database, application 
runtime, and operating system – a charac-
teristic that’s essential for integration with 
heterogeneous systems.

  Data is king in today’s information-driven economy, which is why organizations are will-

ing to spend tens or even hundreds of thousands of dollars on data integration frameworks 

and applications. These organizations understand two critical truths – they have yet to capi-

talize on the potential business value stored in relational databases, EDI, flat files, and XML 

systems. And they must seamlessly connect with customers, suppliers, and business units 

– all of which may store and process data in different formats – to remain competitive.

WRITTEN BY ERIN CAVANAUGH
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DATABASES

Developing Data Integration 
Applications
 Data integration applications and frame-
works offer the potential to unify business 
data while capitalizing on the particular 
strengths of relational databases, EDI, flat 
files, and XML systems, and there are sev-
eral approaches an organization can take to 
developing these solutions – each with its 
own advantages and disadvantages.
 Middleware or server-based platforms, 
for example, tend to be proprietary, closed 
solutions that are extremely expensive to 
purchase, implement, and maintain. For 
some the more viable option is to build cus-
tomized data integration applications that 
are flexible enough to adapt to changes and 
don’t force businesses to lock into a particu-
lar system vendor. Yet despite the advantage 
of flexibility, customized data integration 
applications are often extremely complex, 
expensive, and time-consuming to develop. 

Alternative, More Cost-Effective 
Approaches
 Complicated ESB or EAI installations, 
expensive server deployments, hundreds 
of hours of programming, consulting and 
training – clearly the cost and complexity 

of an effective data integration application 
can add up, and fast. But there are alterna-
tives that can simplify the development of 
data integration applications and meet the 
needs of individual integration challenges.
 When timeliness and budget make byz-
antine enterprise solutions impractical, data 
integration development tools like Altova Map-
Force can be used to build customized applica-
tions very quickly and at a fraction of the cost. 
Such tools are easy to use and sell for under 
$1,000 – far less than an ESB or EAI solution. 
Most companies with specific data integration 
requirements will find using these tools a more 
manageable and cost-effective investment.
 If a data integration tool is the right 
choice for your organization, there are 
certain characteristics you should look for 
to be certain the tool is up to the task.
 
Visual data integration and mapping
 The advantages of a visual data integration 
tool can’t be overstated. Because the tool reads 
and writes all the native file formats, from 
relational databases and EDI to flat files and 
XML, one well-rounded programmer is all it 
takes to accomplish what otherwise would 
require a specialized team of experts. A visual 
interface lets the developer design a data map-

ping without having to understand the specific 
details of how to programmatically access the 
data formats that are being integrated.
 
Multiple sources and targets
 Mapping shouldn’t be limited to one-to-one 
relationships. Look for a tool that lets develop-
ers mix multiple sources and multiple targets 
to map any combination of different data 
sources and targets in a mixed environment.
 A data integration tool should also provide a 
comprehensive library of advanced data pro-
cessing functions, and let developers specify 
mappings based on conditions – Boolean 
logic, string operations, mathematical compu-
tations, and so on. It should also let developers 
save complex functions for use at other stages 
of data processing to save time and effort.

Automatic generation of royalty-free code 
 The ability to auto-generate code in vari-
ous languages (Java, C#, C++, XSLT, XQuery) 
means you get reliable code faster and with 
less effort. Instead developers can focus 
on the all-important business logic of the 
application while leaving the generation 
of low-level infrastructure code to the tool. 
Make sure the code that the tool generates 
can be used royalty-free and doesn’t require 
any proprietary deployment adapters.
 Furthermore, some tools, such as Altova 
MapForce, also have the capability to pro-
cess transformations internally, letting you 
preview the output of your mapping and 
ensure accuracy before generating code. 
This feature is also useful for doing periodic 
or light-duty integration tasks on-the-fly.

A Way To Achieve Data 
Integration Today
 The value of an organization’s business 
information is directly proportional to its 
ability to share the information internally 
and externally, which is why organizations 
can no longer afford to let data storage and 
exchange systems operate in a vacuum.
 Fortunately, the arrival of simple cost-ef-
fective data integration and development 
tools means that sharing data with custom-
ers, partners, and business units doesn’t 
have to cost companies a small fortune for a 
largely unnecessary enterprise solution.  

About the Author

Erin Cavanaugh is product marketing manager for Altova 

(www.altova.com), creator of XMLSpy and other leading 

XML, data management, UML, and Web services tools. In this 

role, Erin manages Altova’s XML-related line of tools. She has 

held product marketing, training, and technical copywriting 

roles at a variety of hardware and software firms.

erin.cavanaugh@altova.com

 

Visual data mapping tools with code-generation capabilities can simplify and accelerate the devel-
opment of data integration applications and make information leverage a reality.  MapForce from 
Altova lets you map any combination of XML, database, flat files, and EDI data. It supports all major 
relational databases, provides a library of data processing functions, and generates XSLT 1.0/2.0, 
XQuery, Java, C++, and C# code for royalty-free use in your custom data integration applications.

Data Mapping Can Be A Treasure



Altova® XMLSpy® 2006 – The industry standard XML development environment.

Bring your 

development
plans to light

Altova® XMLSpy, the industry standard XML development

environment, is indispensable for modeling, editing,

transforming, and debugging XML-related technologies.

Illuminate your strategy with the world's leading XML editor,

the original graphical schema designer, a code generator, 

file converters, debuggers, profilers, support for XSLT,

XQuery, WSDL, SOAP, and a wealth of brilliant XML

utilities and enlightened usability aides.

Become a markup mastermind!

Download XMLSpy® 2006 

today: www.altova.com

Sneak a peek at XMLSpy® 2006,
and see how vital it is to master XML.

Revealed in XMLSpy 2006 Release 3:
� Superior error messaging with dynamic hyperlinking
� New XSLT 2.0 and XQuery profilers
� Trace points for enhanced XSLT debugging
� Innovative restriction handling in XML Schema design

XMLSpy is also 
available as part 

of the award-winning 
Altova XML Suite.

Microsoft, Visual Studio, and .NET are either
trademarks or registered trademarks of Microsoft

Corporation in the United States and/or other countries.

XMLSpy_WSJ.qxp  8/16/2006  10:39 AM  Page 1



14  September 2006 www.WSJ2.com

Build Management Is Critical to 
Developing an SOA Enterprise
The potentially greater number of vulnerabilities 
in a SOA makes it more important

SECURITY

Build management is a critical opera-
tion for transitioning to an enterprise 
application environment modeled 

on SOA. Achieving a repeatable application 
lifecycle that is efficient and secure is strongly 
influenced by how well the build manage-
ment system works. Instead of different client 
applications all connecting to different data 
sources to retrieve whatever bits of informa-
tion they need, client or consumer apps 
under SOA will simply ask for a customer 
record from a service designed to provide a 
full customer record and nothing else.

The Service Model
 Different consumer applications that need 
customer information will all request that 
information from the same service and that 
promotes great reusability. In practice, the 
number of these kinds of enterprise busi-
ness services-facing consumer apps will be 
relatively small. And, compared to a single 
traditional application, developing these en-
terprise services results in a larger number of 
changes being made to the smaller number of 
services. Incorporating changes into the ser-
vices is where build management comes in, 
and incorporating larger numbers of changes 
puts increasing demands on the build system.

 The build process takes the application 
source code and translates it (compiles 
it) into a form suitable for running on a 
machine or application server. The build 
for an application typically involves several 
hundred source and resource files and diz-
zyingly complex dependency relationships 
that require certain steps in the translation 
process to occur in a certain order. The goals 
of a successful build process are that it be, 
in order, repeatable, auditable, standardized 
across applications, automated, highly per-
forming (usually meaning as fast as possible) 
and able to produce reports and metrics for 
organizational performance improvement. A 
successful build process is highly dependent 
on good version control and is part of good 
overall software configuration management.

Loose Coupling
 Another goal of a SOA is loose coupling 
between the consumer applications and 
the service. This means that the consum-
ers are developed relatively independently 
from the services. This should drive down 
operational costs by creating smaller, more 
manageable application components. While 
it’s everyone’s dream to work independently 
and not be bothered by what others are do-

ing, in an enterprise environment nothing 
happens in a vacuum and there always has 
to be coordination between teams at some 
level. This is very different from the situation 
of a service exposed over the Internet for 
anonymous public applications to consume. 
This shows that implementing an SOA in an 
enterprise environment will be very different 
from other types of implementation.
 Loose coupling really boils down to not 
having a direct build dependency between 
the consumer and the service. This could 
allow (in theory) each consumer to merrily 
follow its own release schedule, independent 
of changes being made to the service. The re-
ality is the consumer still has to know how to 
talk to the service. In a Web Services imple-
mentation of SOA, there’s a WSDL file (Web 
Services Descriptor Language) that tells the 
consumer how to talk with the service with-
out having a direct build dependency. 
 Considerations of performance and 
security have meant that some organiza-
tions have not been able to achieve loose 
coupling with their chosen technologies. 
This means that the build dependencies 
can be as complex as traditional apps or 
even more so. Changing the service could 
mean that every consumer app that uses it 

  Developing under a Service Oriented Architecture (SOA) is different from tradi-

tional development. A large set of business changes will now be funneled through 

a relatively small number of enterprise services. An inefficient or bad build system 

can impact a greater number of business changes. As services are exposed to more 

consumers and so to more potential threats having a robust and secure development 

environment is more important than ever. Centralized role-based control of builds and 

reporting of build activities is critical for incorporating a greater number of changes 

and managing the security and auditability of Web Services.
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has to be rebuilt. This has an expen-
sive impact on consumer applica-
tions’ testing and release schedules, 
introducing risk to the production 
environment. As the technologies 
supporting SOA mature, it will be 
easier for organizations to move 
to loose coupling and simplify the 
enterprise build dependencies and 
other organizational benefits.

Security Concerns
 There are a few general security 
concerns particular to SOA. By 
virtue of being a new methodology 
built on new technologies, security 
holes can easily arise in one of the technol-
ogy products. One major industry analyst 
states that 70% of security holes addressed 
in enterprise environments will be reintro-
duced when moving to a services-based 
infrastructure. 
 One particular concern is that loosely 
coupling consumers and services means 
that tight, secure communication between 
the two can be a challenge. Another is 
that since services are exposed internally, 
anyone can theoretically write a consumer 
for that service in some implementations of 
SOA. For mission-critical business applica-
tions, you don’t want just anyone accessing 
your customer record service however. A big 
investment in securing a SOA is required 
not only to thwart malicious use of the ser-
vices, but to prevent an unintended impact 
of a legitimate consumer using a service in 
an innocent but inappropriate way.

Best-Practice Build 
Management
 Before we can embark on a discussion of 
build and security issues of a SOA we need 
to cover the fundamentals that make up a 
good build management system. This was 
the stuff of articles of four or five years back, 
so if you’re not covered here, your organiza-
tion is not as competitive as it could be.
 As mentioned, version control is a critical 
component of good build management and 
having a centralized source code repository 
as part of a version control or full software 
configuration management toolset is a 
fundamental requirement. You have to be 
able to control and identify precisely the 
application code going into the build. Cen-
tralization provides the standardization that 
reduces the overall number of processes 
and procedures and allows automation. 
Besides application code, you also have to 
manage the versions of third-party library 
sets that, say, provide database, messaging, 

and logging functionality.
 It’s vitally important to separate actively 
changing code from base-line versions 
identified by the version control system. 
The best way to do this is to have an iso-
lated build environment with limited access 
where the only application code introduced 
into the environment comes from the ver-
sion control system and isn’t copied over 
by a person or some external process. This 
allows tight auditing of the build and you 
should be able to identify the exact version 
of every file used in the build and trace it 
through the version control system to the 
person, time, and date of the change.
 Having a build coordinator responsible 
for maintaining the security and integrity of 
the build is a widely accepted best prac-
tice. The developers’ responsibility is to 
get coding changes out the door to the test 
and production environments as quickly as 
possible and this can be at odds with best-
practice build management that provides 
carefully controlled conditions and precise 
library use. The challenge is to provide a 
build system and process that can serve 
both developer and corporate needs.

Build Considerations for a 
Secure SOA Environment
 Library control in builds is more impor-
tant than ever. Using the wrong version of 
a third-party library set can mean incorpo-
rating a published security vulnerability in 
your enterprise application. Because of the 
exposure of services to multiple consumers, 
vulnerabilities that previously had no impact 
in a traditional application may suddenly 
become important for an enterprise service.
 Capitalizing on best-of-breed build 
management tools can really be a cost-ef-
fective way to extend your build manage-
ment capabilities into detailed reporting 
and monitoring. These capabilities will help 
create a more agile and controlled build 

environment as demanded by the 
challenges of creating a service-ori-
ented infrastructure. It’s important 
to distinguish between tools that 
help you manage your existing build 
system (Cruise Control, AntHill, 
BuildForge) from tools that only 
control the translation process (ant, 
maven), and tools that can do both 
(Openmake, Serena Change Man 
Builder).
 Detailed dependency reporting 
and analysis helps developers track 
down bugs, validates secure devel-
opment, and provides a watertight 
audit trail. Dependency reporting 

should include not only the file use in the 
build, but associate those files with specific 
versions of code in the source code reposi-
tory that can be tied to specific business 
change requests.
 Builds can be done “continuous integra-
tion”-style and scheduled for hourly builds 
or triggered by source code repository 
change, or simply done on-demand as the 
situation requires. Branching the code base 
could put further demands on the build sys-
tem. Make sure you can handle this since 
developing enterprise services can involve 
more branching so consumers can continue 
to use an existing service while a new ver-
sion is developed at the same time.

Summary
 Having a secure build environment with 
tight control over the library sets used in the 
builds and having a full audit trail of what 
code was used in the build is an important 
part of secure development. The potentially 
greater number of vulnerabilities in a SOA 
makes it more important and starting with a 
tight build control system will help you avoid 
vulnerabilities that may be reintroduced. In 
addition, capitalizing on the state-of-the-
art build management tools that are part 
of a top-line build management system 
introduces new capabilities for a more agile 
development environment while maintain-
ing tight, secure control over code use.    
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Watchfire AppScan
A simple and effective tool for assessing the 
security profile of Web Services applications

PRODUCT REVIEW

AppScan is an application testing tool 
that performs security scans on Web 
applications and Web Services ap-

plications. In support of Web applications, 
AppScan can test server-side functions and 
vulnerabilities by interacting with the appli-
cation in a client capacity. It also provides 
support for applications containing Flash 
and/or JavaScript, AppScan has the capac-
ity to parse these components to navigate 
the application properly. When interacting 
with Web Services, AppScan acts as a SOAP 
client and provides tools for developers 
to manipulate inputs and evaluate those 
results. For the purposes of this review, the 
focus will be on AppScan’s Web Services 
capabilities.

AppScan Approach
 Application vulnerabilities are discovered 
using a three-phased approach: Explore, 
Analyze and Test. During the Explore phase, 
AppScan will interact with the web service 
like an end user (or SOAP client) by sending 
SOAP web services requests and receiving 
responses. Responses that indicate the pres-
ence of a potential vulnerability are logged 
for use during the Test phase. AppScan also 
submits multiple invalid requests to catalog 
the error responses. These responses are 
referenced during test validation.

 In the Test phase, AppScan submits 
several requests to an application based on 
the results of the Explore phase. It applies a 
series of validation rules to the responses of 
each test to identify any potential security 
risks and rank the severity of those identi-
fied.
 Finally, the Scan phase executes. From a 
process standpoint, the Scan phase will be 
based on the Explore and Analysis phases. 
Results from the Test phase typically supply 
additional application links that may be 
probed for security risks. The number of 
Scan iterations is user-configurable in Ap-
pScan.

Creating & Executing Tests
 To test Web Services, AppScan must first 
parse the WSDL file associated with the ap-
plication in question. Three sets of informa-
tion are required to test Web Services:
1. The location of the WSDL file along with 

any applicable communications param-
eters including additional servers, custom 
error pages, explore phase parameters, 
and communications parameters such as 
proxy server credentials

2. Application authentication informa-
tion, which may take the form of NTLM 
or HTTP authentication, or a client-side 
certificate

3. Testing policy information that includes 
the types of tests to run, the number of it-
erative scans to process, and the handling 
of application parameters and cookie 
data if applicable

 Once configured, users have the option 
of saving the configuration as a Template. 
Templates can then be reused for future 
scans, useful for establishing standard test-
ing scenarios across a corporate environ-
ment.
 With the WSDL file parsed, AppScan 
presents the user with an Explorer-like view 
of the service. Included in this interface is a 
component to call the service with user-
specified parameters. This allows unit test 
cases to be incorporated into the process. 
For each value entered and submitted to the 
application, AppScan records the values for 
use during the Test phase.
 Once the configuration of the Web 
Service is complete, AppScan begins the 
process of evaluating the application. The 
time required to analyze the application will 
vary based on the complexity of the system. 
Using the sample application provided, 
AppScan completed the process in approxi-
mately five minutes. The results of the test 
are shown in Figure 1.
 AppScan classifies its findings into 

  Security is a major component of application development and must be tailored 

to the environment and audience of the system. In many respects, the more widely 

available an application is, the more important security becomes. Properly testing and 

securing Web Services applications is a challenging task. A tool that facilitates this 

process and provides visibility into application vulnerabilities is the AppScan product 

from Watchfire.
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PRODUCT REVIEW

high-, medium-, low-, and informational-
severity levels. Each finding is described 
in detail and referenced to a specific Web 
Application Security Consortium (WASC) 
threat classification. Information provided 
includes the URL that produced the result, 
a detailed description of the security risk, a 
recommendation for addressing the issue, 
and the raw request/response data.
 Typically in a testing situation, there 
are scenarios that produce results that are 
expected but are still reported by AppScan 
as an error. To accommodate this possibil-
ity, AppScan provides the ability to mark a 
particular issue as a false positive. Finally, 
AppScan provides the capability to docu-
ment the issue by adding comments and 
capturing a screen shot of the results 
page.
 When using AppScan as part of this 
review, it quickly became evident that this 
tool can also be highly effective in the day-
to-day development process. One possibil-
ity is to incorporate AppScan tests as part 
of nightly and/or milestone builds, using 
the results to target and resolve problem 
areas before they reach formal testing. In 
the long run, this approach can lead to a 
more efficient development and testing 
process, reduce the number of test cycles, 
improve the quality, and establish security 
as a philosophy across all segments of the 
development lifecycle.

Test Catalog
 AppScan is packaged with a number 
of tests to do. The following is a list of the 
general categories and some example tests 
within the category:
• Privacy: Unencrypted password, GET 

parameter sensitivity
• Authentication: Bypasses or exploits for 

ASP.NET, Lotus Domino, JRun, Netscape, 
PHP, and others

• Authorization: Token prediction, access 
control bypasses, session expirations

• Client Side: Cross-site scripting, SOAP 
response splitting

• Command Execution: SQL injection, SSI 
injection, buffer overflow

• Information Disclosure: Directory listing, 
log file publication, predictable location 
of sensitive resources/directories

• Logical: E-mail parameter spoofing, 
non-SOAP Web Service access, Denial of 
Service

 Upon completing testing and remediation 
activities, AppScan can be used to generate 
reports that provide profiles of the applica-
tion under investigation. There are many 
reports available categorized as follows:
• Security Reports: Summarizes the vul-

nerabilities found during the scan along 
with the recommended remediation steps

• Industry Standard Reports: Provides an 
analysis of the application against stan-

dards from the Open Web Application Se-
curity Project (OWASP); SysAdmin, Audit, 
Network, Security (SANS) institute; and 
the Web Application Security Consortium 
(WASC)

• Regulatory Compliance Reports: Ana-
lyzes the application against the require-
ments of several regulatory regimes, some 
of which include HIPAA, ISO, and SOX

 AppScan also provides the flexibility to 
create user-defined report templates to fulfill 
any requirements not met by the existing set.

Summary
 All applications that are part of any 
corporation’s portfolio have security impli-
cations, whether they are local to a user’s 
desktop, private to a corporate intranet, or 
public-facing. Care must be taken not only 
to protect corporate assets, but to fulfill the 
regulatory requirements that govern the 
collection, utilization, and publication of 
data. Therefore, security should be a part of 
the entire lifecycle of application develop-
ment. Watchfire’s AppScan product is a 
simple and effective tool that can be easily 
incorporated into each phase of the devel-
opment process, helping to identify and 
mitigate risks before they impose signifi-
cant damage.   
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> Processor: Pentium III PC, 800 MHz
> Memory: 512 MB RAM (1 GB recommended 

for scanning large sites)
> Free Disk Space: 1 GB
> Network: 1 NIC 10/100 MBPS for network 

communication with configured TCP/IP 
(100Mbps recommended)

> Operating System: Windows 2000 with 
SP2 or higher, Windows XP, Windows 2003 
Enterprise Edition

> Internet Explorer 5.5 or 6.x
> Microsoft .Net Framework version 2.0
> JRE 5.0 (for Watchfire HTTP Proxy only)

System Requirements

Figure 1: AppScan analysis results
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  The quality of any application is determined by the robust-

ness and scalability of the system. It’s mandatory to simulate 

the actual environment and test the application for prepared-

ness. Web Services-savvy applications need a different meth-

odology for testing in a real-world scenario. The UI-less nature 

of Web Services presents a significant challenge in testing such 

applications. The whole persona of consumer stubs with differ-

ent payloads dictates the planning of Web Services load-testing 

schemes. This paper talks about the different aspects of load 

testing and areas of contention that need special attention. 

This will be helpful in not only building a better application 

but also compiling a robust, high-quality enterprise architec-

ture.

Web Services are the natural delivery mechanism to 
achieve SOA. While having the potential to free enter-
prises from the endless cycle of vendor-specific hard-

ware/software upgrades by ensuring interoperability, they bring in 
integration complexities and the overhead of maintaining compat-
ibility with the underlying EIS applications/systems. This brings in 
an absolutely different perspective to testing Web Services. 
 Web Services applications generally use a lot of data transforma-
tion, wraparounds (wrappers), translation, and abstraction to bring 
about the promised interoperability and portability. Their depen-
dence on bandwidth-heavy protocols like SOAP doesn’t ensure 
many performance benefits when compared to legacy applications 
(which tend to be very tightly coupled). Parameters like response 
time, throughput, and CPU utilization for transactions determine 
the viability of a real-world business application. Extensive testing 
of Web Services based on these parameters brings to the fore the 
most common performance constraints associated with them. The 
test results not only indicate whether the associated benchmarks 
are attained, but also if the service can scale to meet demands 
imposed by concurrent access from multiple users, simulated or 
otherwise.
 Web Service endpoints generally also have very high visibility. 
They have to service multiple clients over the network simultane-
ously, maintaining robustness and availability at the same time. In 
such a situation, performance becomes even more crucial. Thus, 

Load Testing 
Web Services

Software testing 
is crucial to SDLC 
and load testing 
is integral to any 
efficient testing 
scheme

TESTING
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the significance of proper performance testing for Web Services 
can’t be overemphasized. 
 A Web Service, like any other application, can be subject to a 
wide range of test conditions and testing strategies. Some of them 
being functional testing, regression testing, performance test-
ing, stress testing, and load testing. This paper will focus only on 
the load testing of Web Services. The expected behavior of a Web 
Service will be evaluated against various performance criteria when 
concurrent access by multiple clients is simulated. It becomes cru-
cial to ensure that apart from optimizing design and implementa-
tion, Web Services have to be tested for throughput, efficiency, and 
response simulating real-world conditions as closely as possible. 
This is where load testing plays a major role. A properly designed 
load-testing strategy can simulate real-world load and performance 
scenarios with minimal hassle and cost. User loads and network 
conditions of varying nature can be effortlessly created and rep-
licated. Testing can be undertaken till the output charts show a 
performance range considered acceptable for an application of its 
nature. Load-testing results can hence be taken as a strong indica-
tor of application performance in actual business environments.
 To ensure optimal testing of Web Services, the test cases have 
been designed keeping the following parameters in mind: 
• Size of payload: This tests the amount or size of the incoming 

requests. This parameter is vital in determining the threshold of 
data beyond which the service behaves in unexpected ways.

• Concurrency: The test cases have to simulate simultaneous 
access of the service by multiple clients to replicate real-world 
conditions.

• Latency: It can be defined as the time from issuing a request to 
the service from the client and the receipt of the first response. 
This parameter encapsulates the performance of the service, 
bandwidth in the network, and other communication overheads. 
It’s important that latency be minimized as far as possible, at least 
up to a tolerable point.

• System utilization: The net CPU and memory resources con-
sumed by the service under varying loads in normal enterprise 
environments should be captured by the load-testing scheme. 
This helps in identifying potential bottlenecks and points out 
areas of improvement.

 These parameters shall be discussed in detail later:

Load Testing with Reference to Web Services
 Load testing of Web Services is significantly different from testing 
of other applications since their performance is not just attributed 
to how robust the underlying architecture is but also to the network 
overheads, underlying processing involved, and the performance 
of the Web server that hosts the service. The behavior of the SOAP 
engine also invariably adds to the architecture of service provider 
systems. Certain major areas of contention when evaluating the 
Web Service performance that will be discussed here are:
• The impact of an incremental XML payload size wrapped inside a 

SOAP message
• The impact of a chosen style/use during the design of a Web 

Service
• The serialization/de-serialization involved in processing the 

SOAP message 
• The underlying parsing model and validation schemes chosen to 

process the XML payload

 The results of the load testing such as response time graphs will 
further depict the vitality of the load testing of Web Services to as-
certain their conformity prior to actual deployment to enable their 
wide-scale adoption without compromising their performance and 
scalability characteristics, enabling the enforcement of stringent 
operational, behavioral, and non-functional requirements that are 
inherent in the successful realization of any business process.

Load Testing Metrics and Parameters
 The results obtained by load testing Web Services can potentially 
be reflected in terms of the following parameters.
• Response time: It’s the most important parameter to reflect the 

quality of a Web Service. Response time is the total time it takes 
after the client sends a request till it gets a response. This includes 
the time the message remains in transit on the network, which 
can’t be measured exclusively by any load-testing tool. So we’re 
restricted to testing Web Services deployed on a local machine. 
The result will be a graph measuring the average response time 
against the number of virtual users.

• Number of transactions passed/failed: This parameter simply 
shows the total number of transactions passed or failed.

• Throughput: It’s measured in bytes and represents the amount 
of data that the virtual users receive from the server at any given 
second. We can compare this graph to the response-time graph to 
see how the throughput affects transaction performance.

• Load size: The number of concurrent virtual users trying to ac-
cess the Web Service at any particular instance in an interval of 
time.

• CPU utilization: The amount of CPU time used by the Web Ser-
vice while processing the request.

• Memory utilization: The amount of memory used by the Web 
Service while processing the request.

• Wait Time (Average Latency): The time it takes from when a 
request is sent until the first byte is received.

Performance Bottlenecks & Areas of Contention
 Web Services are simply components deployed on a server. Most 
of the Web Services today are exposed out of existing components 
such as Enterprise Java Beans. Hence, in theory, we should be able 
to use the existing testing mechanisms and performance-enhanc-
ing strategies. But as already discussed load testing Web Services is 
quite different. The performance of Web Services is influenced by a 
lot of factors like bottlenecks in the network, processing at interme-
diate nodes if any, pre-processing of the SOAP message at the SOAP 

Figure 1: Performance bottlenecks
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engine before it’s dispatched to the service, etc. To identify the areas 
of contention, we’ll look first at the architecture of the SOAP mes-
sage processing on the service side. 
 A client application creates a SOAP message containing the XML 
payload, which can be either a SOAP-RPC-encoded request or a 
document-style message. The client sends this message along with 
the service endpoint URL to the SOAP client runtime, which in turn 
sends it over the network. Once the SOAP message is delivered to 
the SOAP runtime at the service, it passes through handlers (if any) 
that handle the processing of any additional tags for WS-Security, 
WS-Addressing, etc. Then the SOAP runtime converts the XML mes-
sage into programming language-specific objects if required by the 
application. The Web Service processes the request message and 
formulates a response. The SOAP runtime on the service side takes 
care of creating a SOAP message and dispatching it back to the cli-
ent.
 So, apart from the actual processing of the Web Service, there’s 
some additional processing involved before and after the Web 
Service builds a response. Let’s identify the bottlenecks involved in 
invoking a Web Service:
• XML processing and overheads: Since XML data is verbose and 

contains lot of metadata information, processing of XML is a 
major performance bottleneck. Processing XML involves parsing, 
validating the data against schema, and marshalling/unmarshal-
ling. It’s quite memory- and CPU-intensive and the response time 
takes a hit if the proper strategies aren’t followed. 

• Parsing of XML: The larger the SOAP message, the longer it takes 
to parse it. Parsing SOAP messages is a major contributor to 
performance issues with Web Services. A memory-efficient parser 
like StAX (a pull parser) should be used in place of a memory-in-
tensive parser like DOM. 

• Serialization/de-serialization: When the SOAP engine on the 
service side receives a SOAP request, it de-serializes the XML data 
according to the encoding format mentioned, i.e., extracts the 
payload out of it, and creates objects that are used by the Web 
Service. After the Web Service executes the business logic, the 
SOAP engine takes care of serializing the response back to XML 
and sends the data to the client. For huge XML documents, the 
serialization/de-serialization takes a performance hit if a proper 
mechanism isn’t selected. 

• Select a proper style for your Web Service: The two most pre-
dominantly used styles of Web Services are document/literal 
and RPC/encoded. The SOAP message of the RPC-encoded 
style of Web Service contains the type-encoding information, 
which is an overhead on the SOAP engine and degrades the 
throughput performance whereas the document/literal SOAP 
message contains no such type-encoding information. The 
XML payload can be easily validated against the schema in-
cluded in the WSDL. Also, the data binding specific to a SOAP 
engine can be switched off in the case of a document/literal-
style Web Service. This enables one to use a custom binding 
framework like XMLBeans, castor, JAXB, etc. This is especially 
useful when the application uses a large number of complex 
custom data types. 

• Processing by handlers: The SOAP engine first dispatches the 
SOAP message to the handlers. The handlers may be responsible 
for performing additional processing like authentication, encryp-
tion/decryption of the XML payload, parsing the SOAP message 
for any information like WS-Security, WS-Addressing, etc.

Case Study
 To do load testing, we’ve created an environment similar to a 
real-world scenario or that emulates the scenario to a high degree. 
A real-world scenario will contain different payloads and a varying 
number of users accessing the same Web Service simultaneously.
 Our test environment setup is described below:

Type of Web Service: Document/literal

Load size or no. of concurrent users 25 50

Payload size 10KB 100KB 500KB

 A document-style Web Service has different payloads being 
passed on as SOAP message elements. These documents vary in 
size to measure the response time given by a Web Service invoca-
tion. Network congestion or the time spent in the communication 
pipeline distorts the Web Service’s actual response time. To measure 
the true response time of a Web Service, the service is locally 
hosted, eliminating any network-related bottlenecks. 
 The Web Services are hosted on the JBoss application server that 
resides on a machine with the following setup: A Dell server PE 
1600SC with an Intel 2.8GHz Xeon CPU and 1GB of RAM.
The various performance parameters like response time, through-
put, number of transactions passed/failed, and load size are 
measured against different payloads for RPC and document styles 
of Web Services and the results are shown on graphs.

Results
Load testing summary of a document/literal-style Web Service

Payload size: 10KB
Number of concurrent users: 25
Total test duration: 10 minutes

  

 The graphs above depict the variation of the average response 
time of a document/literal-style Web Services at a constant payload 
size of 10KB. Note that the average response time is significantly 
nominal and the performance of the service remains stable over the 
given period of time.

Payload size: 100KB
Number of concurrent users: 50
Total test duration: 15 minutes
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 The same document-style Web Service when evaluated for a me-
dium payload of 100KB performed the same as the graphs depict.

Payload size: 500KB
Number of concurrent users: 50
Total test duration: 15 minutes

  

 When tested for a high payload of 500KB and 50 concurrent us-
ers, the document-style Web Services remain stable. The average 
response time remains significantly low at around 1.2 seconds. 
None of the transactions failed.

Load Testing Tools
 There are commercial tools like Mercury’s LoadRunner and Rad-
view’s Webload that are very efficient and detailed for load testing Web 
Services. There are various Open Source alternatives to LoadRunner 
that can serve our purpose of load testing to varying degrees. Some of 
the more popular tools include the soapUI 1.6 beta, the Grinder 3 beta, 
and OpenSTA. soapUI provides basic functionality to create test cases, 
execute them, create sample SOAP clients, etc. Grinder uses a highly 
detailed language called Jython to write the test scripts.

Conclusion
 Software testing is a crucial phase of the SDLC and load testing is an 
integral part of any efficient testing scheme. This paper highlighted the 
importance of load testing with specific reference to Web Services. The de-
sign principles entailed attempted to bring about a proper plan for testing, 
the parameters to be looked for, and the expected results. The strategies 
contained in this paper can be implemented regardless of the platform on 
which the application is deployed and the tools used for testing.  
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tion relayed a story of how they had built a 
service that had five authorized consumers 
(each of which had been issued a special 
consumer key so that the service owner 
could track them), but it turned out there 
were 34 different consumers. What hap-
pened was one of the five authorized con-
sumers had built the use of the service into a 
jar file. The jar file embedded the consumer 
key for simplicity. Twenty-nine other project 
teams reused this jar file without knowing 
that it happened to use an external service 
– so they unwittingly reused the service. And 
these service uses didn’t get approved; they 
were rogue service uses.
 How did this organization find out about 
these other uses? It turned out that, to find 
a performance problem with their ser-
vice they deployed a runtime governance 
product (one of the common capabilities 
of runtime governance products is service-
level measurement) – since they thought 
there were only five consumers, they didn’t 

understand why it wasn’t performing as 
expected. The runtime governance product 
they deployed could also automatically 
discover new services and new service 
consumers. This product automatically 
discovered all 34 consumers. By interfacing 
with the company’s registry of approved 
services, the product determined that 29 
of these consumers were actually rogue 
consumers and immediately flagged these 
for approval. The most advanced runtime 
governance products can even automati-
cally quarantine rogue services and service 
uses until they’re approved – eliminating 
the risk of rogue services.

Bringing It All Together
 To implement a complete approach to SOA 
governance, you have to consider the roles of 
development, deployment, and runtime gov-
ernance. Taking a holistic view of governance 
across the lifecycle will automate as much of 
the governance burden as possible, while pro-

viding a backstop to catch the rogue services 
and service uses that your human-centric 
processes don’t catch. Of course, there’s no 
perfect solution – the human element still 
plays a key role. To reduce risk, you have to re-
duce the complexity of the manual processes 
– so remember to think strategically about 
which rules are really necessary, and which 
are just “nice to have.”  
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  ChoicePay has embarked on a strategic Web Services-based SOA 

initiative as part of its ongoing effort to improve customer and part-

ner service. To meet its service improvement objectives, ChoicePay 

builds reliable and robust Web Services. It continues to enhance its 

service objectives without compromising overall quality through 

short, iterative, and demanding Web Services testing cycles.

Background

ChoicePay handles electronic bill payments for some of 
America’s largest companies. Starting operations in 1996, it 
was a pioneer in the Electronic Bill Presentment and Payment 

(EBPP) industry and is recognized today as providing one of the most 
comprehensive suites of payment channels and options in its class.
 ChoicePay’s adoption of Service Oriented Architecture (SOA) stems 
from its continuous effort to improve service for its clients. One of the 
many SOA-based Web Services launched by ChoicePay enables central-
ized account number validation across all of its bill payment clients, 
encapsulating hundreds of masks, algorithms, and rules intelligently. 
As with other systems it has developed, this Web Service went through a 
meticulous design and implementation process. The intended goal was 
to provide a service that would cause minimal friction when integrated 
into a client’s IT infrastructure. To reach this goal, the developers had 
to design a flexible service that would be readily consumed by multiple 
companies with diverse hardware and software platforms, operating 
systems, and programming languages. The SOA developers also had 
to ensure that the services were robust and reliable, which meant that 
the QA team had to ensure that all operations exposed by the service 
were thoroughly tested with a large set of data permutations. And for 
ChoicePay’s Web Service, these rigorous and broad testing requirements 
had to be addressed in a span of only a month.

How ChoicePay Did It
 “Testing a new function based on Web Services with global 
business visibility and produced on a tight schedule,posed a twin 
challenge for us,” ChoicePay CTO Keith Fulton explains. “Throwing 
more bodies at the problem wasn’t a viable solution. Our imple-
mentation required intelligent tools and techniques.”
 When Fulton initiated the SOA testing plan with ChoicePay’s 
software QA team, he first identified the key objectives in order to 
roll out the service:
• Verify correctness and an exact one-for-one match with the func-

tionality the service was replacing and centralizing, which involved 
testing several thousand business cases and validating the results 

• Boundary conditions were tested to ensure the robustness of the 
Web Service

• Each operation exposed by the service had to meet specific per-
formance metrics

• Ensure that the service met interoperability criteria since it was to 
be consumed by multiple companies

 The recognition of these objectives introduced several issues:
• All of the objectives had to be met with limited human resources
• Creating repeatable baseline tests was required so iterative re-

gression testing could be done
• The bug reports that were generated had to be precise and easily 

understood to ensure that developers could create quick fixes to 
make the project timeline as short as possible

Meeting the Challenge
 The initial task was to select the right testing technology to quick-
ly meet the objectives set by Fulton and overcome any hindrances. 
This included rapid deployment and a limited time for testers to 
come up to speed with the new product. The criteria to select the 
right testing technology was based on it meeting current testing 
objectives, being easy to use, cost-effective, and extensible for fu-
ture testing scenarios. From an extensibility perspective, ChoicePay 
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wanted to select a testing tool that would fulfill the following core 
functional requirements:

Requirement Description

Functional 
Regression

Validate the integrity of the Web Services and allow baseline 
regression suites to be created

Performance Ensure that throughput requirements are met

Interoperability 
Compliance Maximize client interoperability for the Web Services

Vulnerability 
Assessment Validate the error-handling robustness of the Web Services

 The goal behind these requirements was to find a unified SOA test-
ing technology that would be reusable across multiple IT groups dur-
ing pre-deployment and post-deployment. Also, given the tight testing 
schedule, it was important for ChoicePay to have an easy-to-use 
technology that didn’t require a significant time investment for train-
ing. The testing team didn’t have time for boot camp-type training.
 After evaluating SOA testing technologies from several compa-
nies, ChoicePay selected Crosscheck Networks SOAPSonar Enter-
prise. ChoicePay was most impressed by  the ease-of-use and rich 
functionality that not only addressed ChoicePay’s stringent testing 
criteria, but also gave the team immediate productivity improve-
ments . It took less than an hour for the ChoicePay testing team to 
become effective using the product.
 Besides the ease of use of SOAPSonar, the support team at Crosscheck 
Networks was responsive. Each issue raised by testers was immediately 
discussed and alternatives given without impacting the project timeline. 
This allowed full and complete testing during a short time frame for the 
implementation. “We rely on agile competitive partners in technology 
and Crosscheck Networks proved to be exceptional,” Fulton said.
 As the testing plan was taking shape, ChoicePay continued develop-
ing effective techniques to maximize their utilization of SOAPSonar. 
The first technique focused on test-case usability. Borrowing from SOA’s 
emphasis on reuse, ChoicePay’s QA team created a set of test cases that 
could be reused across multiple SOA testing functions such as func-
tional regression, performance, and interoperability.
     The second technique adopted by ChoicePay was to leverage 
external data sources to dynamically parameterize SOAP requests 
as well as expected SOAP-response success criteria. This technique 
enabled the QA team to conduct full regression tests across thou-
sands of test cases. Figure 1 illustrates the basic setup and highlights 
different components that played a role during rollout.
 In Figure 1, SOAPSonar enabled the testing team to create coarse-
grained and fine-grained filters to verify the integrity of SOAP re-
sponses from the target Web Service. The team was able to create 

filters based on both HTTP 
response codes and specific XML 
elements within SOAP responses. 
The ability to create fine-grained 
filters enabled the testing team 
to quickly identify successful and 
erroneous responses. Sorting 
data issues from application 
issues was simplified by using 
these filters. Rich reporting also 
played a key role in facilitating 
rapid bug fixes by development. 
Without accurate reporting, the 
team wouldn’t have been able to 
convey the bugs to the develop-
ment team and identify whether 
the issue was code-related or 
database-specific.

Next Steps
     After its initial success, ChoicePay will continue performing real-
time integration with clients where critical business processes will 
be interdependent. “We will use SOAPSonar not only internally, but 
also to certify our clients’ Web Services on a daily basis to ensure 
there aren’t changes or upgrades on their side that impact our abil-
ity to do business,” explains Sandee Wagner, QA lead at ChoicePay. 
The plan here is to consume multiple Web Service Definition Lan-
guage (WSDL) files into SOAPSonar and schedule a test on a daily 
basis where multiple test cases would be run against remote client 
Web Services, and reports would be compared from a previous 
day’s run. Figure 2 illustrates the technique to test the customer’s 
Web Services.

Summary
 After successfully implementing the test plan, ChoicePay’s QA 
team was able to achieve the project’s goals and provide confidence 
that the Web Services were adhering to functional, performance, 
interoperability, and security requirements.
 Fulton is confident they have gained considerable experience in the 
last few weeks with timely Web Services-based rollouts, saying, “Our 
experience with SOAPSonar has given us the ability to provide best-in-
class reliability in highly complex, real-time distributed systems across 
multiple enterprises.” Some of the valuable lessons learned during 
ChoicePay’s development and release exercise include:
• Minimizing the impact of Web Service complexities through the 

effective use of good testing tools
• Developing test cases that are readily extensible through the use 

of parameters and external data sources
• Reusing key validation criteria iteratively through a project’s lifecycle 
• Create ongoing controls to monitor live Web Services where de-

pendencies exist

 For ChoicePay, SOA testing doesn’t stand alone. SOA testing spans 
complex internal and external services in different phases and ver-
sions of the service lifecycle. For ensuring business growth through 
customer and partner integration, ChoicePay has made reliable and 
robust SOA a core blueprint of its corporate strategy.   
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Figure 2: Loading WSDLs from mul-
tiple customers for regression testing
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  When SOAP-based Web Services solutions began appearing 

five years ago, one of the major challenges was securely propa-

gating end-user identity in Web Service chaining scenarios. 

Certainly a user could authenticate to a portal, and that portal 

could talk to a Web Service that talks to another Web Service 

that talks to another Web Service (and so on), but the big 

question was – how could each point in the Web Service chain 

be assured who the requesting end user really was? 

Initial trials of identity propagation solutions became like the 
“Kevin Bacon game.” The assurance of the end user’s identity 
would be based on trusting each connection in the chain and, 

as we know, there’s no limit to the number of Web Service hops that 
could occur before the lifecycle of a SOAP request reaches its final 
destination. Much like the game of “Pass The Secret” that we play 
in kindergarten, where a secret is whispered in one ear and passed 
around in the room, there was little assurance that the final recipi-
ent had the right information.
 Years later, SOA security architects now have blueprints for 
propagating end-user identity and attribute credentials in a multi-
tiered SOA environment. Leveraging mature standards such as XML 
Signature and SAML (the Security Assertion Markup Language), 
the WS-Security SAML Token Profile provides a mechanism for 
trust propagation in Web Services. This standard, along with other 
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similar token-based standards, give us opportunities and choices 
related to access control management and enforcement in the 
enterprise. 
 Because of these Web Service security standards, we’ve moved 
from the problem of asking, “How do we know who the user really 
is?” to “How do we enforce access control policy for this user?” 
Leveraging identity propagation standards in Web Services, there 
are usually two common approaches of SOA access control policy 
management:
1) Centralized Approach. Using a “Yes/No” policy server, a handler 

or component enforcing access control for a Web Service looks at 
the propagated identity and must call a central server essentially 
saying, “Can user X access this Web Service?” This model, shown 
in Figure 1, is completely centralized, as it involves centralized 
management of all access control policy, and also centralized 
decision-making. 

2) Decentralized Approach. Completely different from a “Yes/
No” policy server, Web Service containers express, manage, 
and enforce local policy based on global identities and at-
tributes propagated to the Web Services. In this model, shown 
in Figure 2, a handler or an enforcement component inspects 
the identity and attributes propagated to the Web Service, 
does a local lookup on the Web Service policy, and makes an 
enforcement decision. This model is completely decentral-
ized because it uses decentralized management (management 
expressed by each Web Service container) and decentralized 
decision making.

Pros and Cons of the Centralized Approach 
 The centralized approach is the most common as anyone can see 
by looking at the enterprise policy server market. There are several 
benefits to this approach:
• Information Hiding. From a security perspective, a completely 

centralized approach leads to information hiding, which can be a 
very good thing if you want your reasons for access control deci-
sions to be secret. (That is, if you ask the question, “Can person X 
access resource Y,” you get a response, but you don’t really know 
the reason for the response.) This is also beneficial if you only 
want identities to be propagated and not necessarily the attri-
butes about users to be propagated, if any of these attributes are 
confidential. 

• Complete Control. Finally, if you have a central point in your 
enterprise that makes all the decisions, the administrator has 
centralized control of everything, where access control changes 
for all enterprise Web Services can be made with the touch of a 
button, which is a great thing. A centralized policy server making 
all access control decisions means that you also have centralized 
auditing, which is a lot better than having to look through the 
logs on the machines throughout your enterprise.

 Having listed these benefits of the centralized approach, there 
are also potential pitfalls:
• Poor Scalability. If an enforcement point for every Web Service 

in your enterprise needs to make a call to your policy server for 
every access control decision, there will be a large load on that 
server, and you’d better hope it never crashes. This is a potential 
Denial of Service (DoS) attack waiting to happen. If your policy 
server does go down, you need to ask yourself – “Should I give 
access to everyone, or should I deny access to everyone?” Believe 
me, you don’t want to go there.

• Poor Performance. If policy enforcement points for your Web 
Services have to make network calls to a policy server for every 
access control decision, it will slow your applications down. Calls 
to policy servers must be cryptographically protected, since the 
enforcement point will need assurance that it’s talking to the 
policy server and that there’s message integrity in the message 
response. The result of this added network call and cryptogra-
phy will be poor performance. Certainly your local enforcement 
points can cache these policy decisions for a certain amount 
of time to avoid repeated calls to the policy server for the same 
user, but the cryptographically protected initial calls to the policy 
server – combined with what will surely be a heavy request load 
on that policy server itself – will lead to your applications slowing 
down.

• Potential Management Burden. If you choose a centralized 
policy server model, this means that there will be one point in 
your enterprise that makes all access control policy decisions. 
And this means that either your policy server connects to 
other servers to get those policies for every Web Service in your 
enterprise, or your central policy server will have to manage 
policy for every enterprise application, which could be a heavy 
burden.

 
Pros & Cons of the Decentralized Approach 
 As a result of seeing many completely centralized approaches 
fail, another model that’s used is a more decentralized approach, 
where local policy is expressed based on end-user credentials that 
are propagated to the Web Service and local policy decision points 

Figure 1: Centralized approach

Figure 2: Decentralized approach
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make decisions based on that local policy and the end-user’s cre-
dentials. 
 The benefits of this approach are obvious – by doing this, we 
eliminate all of the pitfalls of the centralized management ap-
proach. Instead of having to ask “Mother may I?” to a policy server 
every time a decision has to be made, a local Web Service handler 
is empowered to make a decision based on the identity propagated 
in and based on the local policy expressed by the Web Service itself. 
No policy server needs to be running using this model, eliminating 
the concern of the policy server being a bottleneck or a perfor-
mance burden. In this model, each Web Service container manages 
its own policy – eliminating a potential centralized management 
burden. 
 Having said this, there are also potential issues with this ap-
proach. By moving to a completely decentralized model, we lose 
the benefits that the centralized model adds. Most importantly, 
there is an issue here of control. In an emergency situation, 
where a policy change must be made to deny access to security 
violators, how could we quickly lock down and protect every Web 
Service from those security violators when using a completely 
decentralized model? Would the enterprise administrator have 
to call up every Web Service provider, asking him to change his 
policy? 
 The lack of control that a completely decentralized model brings 
is problematic. As a result, there’s a need for a different model that 
leverages the pros of each of these approaches. 

Best Practices
 At this point, I’ve discussed two common models – completely 
centralized and completely decentralized. There are benefits to 
each, but there are serious pitfalls associated with each model. 
These are, in fact, two extremes, and yet they are still the most com-
mon models for SOA security access control policy management. 
The dilemma we face is that neither model offers us the best solu-
tion.
 The answer to this dilemma involves creating an architecture 
that merges the best of centralized policy management and the best 
of delegated decision-making eliminating those architectural items 
that lead to pitfalls. This article proposes the following: 
1) End-user credentials are propagated in WS-Security messaging 

using one of the token profiles 

2) Global Security Policy is managed by a central authority and 
syndicated to local policy decision points

3) Local Security Policy is managed by Web Service owners (op-
tional)

4) Local Policy Decision Points enforce locally stored local and 
global security policy based on credentials propagated in Web 
Service calls

 Figure 3 shows a diagram of this model that in most cases will 
represent the best of both worlds – taking some things from the 
centralized approach, and some from the decentralized ap-
proach.
 This model answers many of the dilemmas discussed so far here 
by using a policy syndication server. If we can avoid using a “yes/no” 
request/response policy server and instead have a policy server 
syndicate global policy that Web Service security handlers in the 
enterprise enforce, there can now be centralized access control 
enforcement. This provides the benefit of total control that the de-
centralized model was lacking and eliminates the availability threat, 
the enterprise bottleneck, and the performance concerns that were 
inherent in the centralized model. 
 Allowing Web Services to express their own “local” access 
control policies removes the potential management burden 
of having to dictate policy for the entire enterprise. The trick, 
however, will be conflict resolution between syndicated global 
policy and local policy, since global policy must always trump 
local policy. 
 Centralized auditing can be handled by using network logging 
and a central auditing server, where all access control events from 
local Web Service handlers are sent to a central auditing or Web 
Service management server. 
 What this model lacks, however, is the benefit of information 
hiding that’s present in a completely centralized security policy 
model. As we addressed before, the yes/no policy server abstracts 
the reason that decisions are made, which can be a very good 
benefit in situations where the security policies themselves are ex-
tremely sensitive. This is very uncommon, and if this requirement 
exists, it may only pertain to some components in your enterprise. 
If this is the case, you can complement the solution I’m describing 
with a centralized policy server used only when absolutely neces-
sary. 

Conclusion 
 This article has provided an overview of some of the issues that 
organizations face regarding SOA access control policy manage-
ment and enforcement, looking at the benefits and pitfalls of two 
common methodologies. We presented a best-practice approach 
that can be used in your enterprise. As with any security solution, 
it’s important to focus on both your short-term, long-term, and 
even potential security requirements to plan the most scalable ap-
proach.  
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The Optimization Appliance
A field guide to distributed processing 
in a Service Oriented Architecture

APPLIANCES

The Las Vegas Casino manifests itself 
to the user as an Asynchronous Java 
and XML (AJAX) application, with a 

rich GUI of slot machines, roulette wheels, 
Texas hold‘em, and of course blackjack. 
Each of these is supported by a highly 
scalable set of Web Services. The XML 
traffic between the client and data center 
is mostly Simple Object Access Protocol 
(SOAP) request/responses transported over 
an optimized HTTP/S protocol with unique 
features such as bi-directional compres-
sion, “TurboStreaming,” and XML docu-
ment differencing. The XML “front gate” 
that is situated at the nearest tier of the data 
center analyzes the traffic and classifies the 
user based on an authorization realm upon 
which sophisticated decisions can be made 
based on application policies.
 The application policies control how XML 
content processing should be performed. 
Foremost is protecting the virtual casino 
from malicious XML-borne threats and in-
forming the casino bosses that threats have 
been encountered and averted. Incoming 
XML requests are also validated to ensure 
that they conform to one of the virtual casi-
no’s schemas. Each request is then analyzed 
against a set of XPath statements that gov-

ern how the request should be transformed 
and then a different set of XPath statements 
that determine which enterprise applica-
tion server in the farther tiers should handle 
the now validated and transformed request. 
When possible a response is handled from a 
cache located at a nearer tier.
 This article will also highlight the perfor-
mance measurement techniques employed 
to measure the response time of the various 
services of the virtual casino. Service level 
agreements are established and alerts are 
sent out when response time falls below the 
compliance threshold.

Backdrop
 The patrons of the virtual casino enjoy 
a robust graphical user interface that is 
presented by their browser. These users find 
comfort in the padlock shown on the status 
bar that proves that all traffic is flowing over 
an encrypted tunnel. The rich user interface 
seems to effortlessly convey the sights and 
sounds of a casino atmosphere along with a 
vivid portrayal of their account status. Back 
at the data center, the database servers, 
which are the ultimate source of this pre-
sentation, operate smoothly and securely 
processing a steady flow of transactions. 

The owners of this enterprise have designed 
a business model where a small but fixed 
percentage of all wagers flow directly to the 
bottom line. This lucrative business is the 
result of hiring top-notch service-oriented 
architects who understood how to make 
effective use of optimization appliances to 
deliver an exciting product to the customers 
in a completely secure fashion.
 The enterprise architects were tasked 
with meeting several important objectives:
• The data center had to be completely safe 

from malicious attacks.
• Customer confidentiality had to be pro-

tected.
• The customer experience had to be viv-

idly rich and minimize consumption of 
I/O bandwidth.

• The system had to scale and be impervi-
ous to single points of failure.

• Response time to customer transactions 
had to appear as instantaneous as it 
would in a real casino.

 To meet the above objectives, the archi-
tects decided to implement a set of Web 
Services, each with a very clearly defined 
interface. The following services were 
implemented:

  An efficient Service Oriented Architecture (SOA) implementation distributes as 

much processing as possible to trusted appliances in the nearer tiers, where intel-

ligent content-based routing decisions made by highly efficient processors can also 

perform caching, transformations, and other functions. This article will present a 

detailed example of a “Las Vegas Casino” that has been implemented as a set of dis-

tributed Web Services and provide a step-by-step guide for delivering these services. 

The implementation of this virtual casino extends from the farthest tier of the central 

database engine all the way out to client, where acceleration has been transparently 

injected into the browser for an optimal user experience.
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• Account Registration – Establish user ID, 
password, credit card.

• Account crediting/debiting – The other 
“gaming” services interface with this 
service as games are won or lost.

• Gaming Services
 – BlackJack
 – Slots
 – Texas Hold’em
 – Roulette

 An AJAX paradigm was used to develop 
the rich graphical user interface. This model 
allows graphical objects to be manipulated 
by the client processor while transaction 
updates are communicated to the data 
center by posting SOAP requests.
 The back-end database servers and 
Web Service processors are insulated from 
threats by employing an Optimization 
Appliance (OA). The judicious use of XML 
content processing appliances was the key 
to a successful build-out of this SOA. The 
OA takes care of the following:
• User authentication
• SSL encryption
• WAN optimization
• XML threat protection
• XML content-based routing, transforma-

tion, and schema validation

 The enterprise architects were thrilled 
that the optimization appliance’s “Accel-
eration on Demand” (AOD) feature would 
inject bi-directional optimization of all the 
AJAX/SOAP traffic without impacting the 
development efforts of the AJAX applica-
tion. AJAX programming is a tough enough 
field; by transparently injecting AOD into 
the application the AJAX programmers were 
free to concentrate on object-oriented de-
velopment, knowing that WAN optimization 
will be taken care of by AOD.
 Now that the backdrop has been painted, 
the remainder of this article will discuss the 
steps taken to integrate scalable optimiza-
tion appliance into the SOA implementa-
tion.

Designating the XML Front Gate
 The first challenge is to ensure that all 
of the external HTTP traffic is directed to 
the optimization appliance. This is accom-
plished by having the DNS of the server 
portion of the URL resolve to the OA. The 
OA typically has “external” (public) ports 
that are protected with intrusion detection 
and other basic Internet attacks and “in-
ternal” (private) ports that interface to the 

other services of the SOA implementation. 
The software that runs on the OA functions 
as an important insulator between the wilds 
of the Internet and the well-behaved Web 
Services of the data center.

Intelligent Port Definitions
 The OA is configured to securely insu-
late the data center by only listening for 
incoming TCP sessions on predefined port 
definitions that associate the external IP 
address/port pairs with SSL encryption cer-
tificates. The SSL encryption certificates are 
text documents that have been “signed” by 
a certificate authority and provide creden-
tials to the end user that they are securely 
connected. The certificate documents are 
uploaded into the OA and stored into a 
tamper-proof key store. In the case of the 
“virtual casino,” only one SSL encryption 
certificate document is needed because 
all SOAP requests are directed to the same 
URL. The certificate makes it possible to 
conduct SSL sessions between the OA and 
the customers, this SSL traffic is terminated 
at the OA and the OA in turn communicates 
to the back-end servers over unencrypted 
channels.

Signing In
 All new TCP connections are expected 
to be HTTP/S and any other protocol is 
rejected. After completing the HTTP/S, the 
AJAX application is retrieved by the browser. 
The first operation of this application is to 
“sign-in” with the casino’s account registra-
tion Web Service. The sign-in operation 
generates SOAP requests that ultimately 
result in a “cookie” being obtained from 
the accounting service. The OA insures that 

without this dynamically generated cookie, 
which is cryptographically impossible to 
guess, no other operations are possible to 
the other casino Web Services.  
 The sign-in process also entails the 
assignment of the user to an authoriza-
tion realm that’s defined on the OA. When 
subsequent SOAP requests are received by 
the OA, it bases application policy decisions 
(such as preferential treatment for a user in 
the “high-roller” group) on the authoriza-
tion realm that’s assigned.

Acceleration Injection
 A very interesting phenomenon occurs 
when the AJAX application is downloaded. 
The OA “injects” a powerful ActiveX control 
called “AOD” into the application that 
extends the optimization capabilities of the 
OA all the way out to the client. All sub-
sequent traffic between the OA and AJAX 
application flows through this optimization 
engine. This engine does bi-directional 
compression and TCP session aggregation, 
which is important because it lets the AJAX 
application perform its “object-oriented” 
functions without generating costly new 
SSL session establishments. This AOD fea-
ture is integral to meeting the objective of 
limiting the WAN bandwidth consumption 
of the application.

Threat Protection
 Now that we’ve nailed the delivery of 
an AOD-injected AJAX application we can 
move on to configuring the XML threat 
management capabilities of the OA. Fortu-
nately this is easy to do. A simple checkbox 
(on the default) causes all inbound XML 
SOAP requests to be screened against a new 

Figure 1: Load balancing->edit screen
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breed of XML-based attacks. These threats 
operate on a higher level than the attacks of 
yesteryear (e.g., SYN-FLOOD), which is ef-
fectively defended with intrusion detection 
devices that operate at the IP packet level. 
The virtual casino’s OA is hardware-as-
sisted by Tarari’s unique “XTM” XML threat 
protection engine. Tarari’s patent-pending 
XML anomaly detection “learns” to recog-
nize threat-bearing messages. The Tarari 
XTM recognizes dozens of well-known 
XML XDoS attacks like recursive payload, 
attribute explosion, and dangling XML, and 
can also flag traffic that represents previ-
ously unknown threats – often on the first 
message. 

Server Pool
 The next step in configuring the OA is to 
define “server pools” that map Web Service 
requests to a member of a cluster of servers 
that can all perform the same Web Service 
requests. The screen below shows an ex-
ample of a typical server pool definition for 
the blackjack Web Service.
 In the Figure 1 example load balanc-
ing->edit screen, you can see how multiple 
back-end servers are designated by the IP 
address. The OA will then balance the load 
between the servers in the pool by rout-
ing requests to the host that has the fewest 
pending responses. The OA can handle the 
configuration of hundreds of server pool 
definitions. By defining server pools, we’ve 
set the stage for intelligent routing of the 
Web Service requests.

Schema Validation
 The OA also provides the important 
function of schema validation. To config-
ure this, the administrator uploads XML 
schema documents, with each schema 
defined by a target namespace, into the 
appliance. Subsequently, the OA vali-
dates that these XML documents are well 
formed (correct XML per the W3C XML 
spec) and then checks that the docu-
ment conforms to a schema known and 
approved by the casino. XML schemas 
ensure that the casino’s applications can 
process the input documents without 
difficulty. The OA has a massive scalability 
schema validation capability because it 
leverages the Tarari hardware acceleration 
that can parse XML documents in parallel. 
The casino has defined namespaces for 
its gaming and registration/authentica-
tion Web Services. Any request that’s 
processed by the OA from an external user 
will have already had its schema vali-

dated, freeing up cycles for the back-end 
Web Service so that it can focus better on 
performing the service.

Transformations
 Again, with a hardware assist, the OA 
provides the ability to perform stylesheet 
transformations on the SOAP requests 
before they’re presented to the back-end 
server. Since the casino has an international 
presence, its account crediting/debiting Web 
Service uses an XSLT to ensure that euros 

are converted into dollars. Another trans-
formation example would be if, after rolling 
out the AJAX application, the casino bought 
a new roulette service that was expecting 
data in a format different from the previous 
one; a stylesheet could be used to transform 
the requests into the new format as well as 
transforming the responses back into the old 
format. 
 The first step to configuring the XSLT 
transformation is to simply upload the 
stylesheets into the OA’s cache. The 

Figure 2: Content-based routing->edit screen

APPLIANCES
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uploaded XSLTs can be referenced later 
when defining content-based routing ac-
tions.

Content-Based Routing
 The heart of the OA’s XML content 
processing power is harnessed by defining 
content-based routing actions. The condi-
tions that predicate these actions are speci-
fied using XPath statements. XPath is a W3C 
standard for querying XML documents, 
that is, they can test for specific content in 
XML documents. Entering XPath state-
ments into a form configures these rules. As 
many XPath statements as needed may be 
entered. There are three classes of content-
based routing actions:
1. Filter – Reject the request by sending 

back an HTTP response code.
2. Transform – Process the request by 

performing a stylesheet transformation. 
The document may then be reprocessed 
against other XPath statements after the 
transformation occurs.

3. Route – Send the request to one of the 
members of the server pool.

 Action will be taken based on the results 
of a “truth-table” that is generated when 
parsing the document against the XPath 
rules associated with the action. The criteria 
can be “any,” “all,” or “none” of the condi-
tions. If the hardware-assisted content 
processor determines that the criteria have 
been met then the action will be taken.
 In the content based-routing->edit 
example screen above, two simple XPath 
statements have been entered that dictate 
that if the SOAP request contains both the 
“Gamble” and “Gamble/Poker” namespaces 
in the “Body” then the request should be 
routed to the least busy server in the Texas 
Hold’em server pool. After saving the defini-
tion it will show up in a pick-list as shown in 
the content-based routing pick-list screen.

 As many XPath statements as required 
may be entered without incurring a signifi-
cant performance penalty because the XML 
content processing silicon that analyzes the 
message can process the statements in par-
allel. The OA’s ability to perform this type of 
analysis on each message allows the AJAX 
application programmer to concentrate on 
converting the operation of the rich GUI 
into SOAP requests without having to worry 
about directing the request to a specific 
server URL.

Application Policies –  
Tying It All Together
 The virtual casino uses application 
policies to tie the raw capabilities of the 
optimization appliance together. It’s actu-
ally the application policy that instructed 
the OA to inject the AOD and to do the 
threat management checks. The application 
policy is what determines the selection of 
content-based routing actions that should 
be performed on the XML SOAP requests. 
Multiple content-based routing actions can 
be selected in a single policy as well as the 
order in which the decision analysis will be 
done.
 The OA selects the application policy 
that should be applied to a request based 
on a combination of the URL in the HTTP 
request and the authorization realm that 
was established during the sign-in stage. 
 An example excerpt of an application 
policy that ties it all together for the virtual 
casino is shown in figure 4.
 
SLA Compliance
 Since the OA is at the heart of it all and 
has extended its reach by injecting an AOD 
component out to the client, it’s in a unique 
position to measure the response time 
of the application. Embedded in the Web 
Service Description Language (WSDL) that 
describes each of the virtual casino’s ser-

vices is a statement that sets goals for an ac-
ceptable response time for each transaction 
definition. These goals represent service 
level agreement (SLA) thresholds. The AOD 
injected into the virtual casino’s main AJAX 
application is aware of these thresholds and 
embeds statistics into every request from 
the requester to the OA at the data center 
that indicate continued service-level agree-
ment compliance.

Conclusion
 This article has illustrated how an opti-
mization appliance can easily be configured 
to become a strategic component of a SOA 
by offloading XML content processing and 
encryption, intelligently routing SOAP 
requests, thoroughly optimizing the data 
flow out to the consumer, providing threat 
protection, and monitoring for adherence 
to service level agreements.   
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Did You Know There’s a “C” in SOA?
Don’t Forget the Consumer in Service Oriented Architecture

USER INTERFACE

The interface specifications, protocols, 
and data formats used in SOA and 
Web Services are designed to create 

services with “loose coupling” between 
the service consumer and service provider. 
The service provides a consumer with an 
abstraction representing some business 
function so that the consumer doesn’t have 
to be concerned with the details of how the 
function is implemented or how and where 
its data is stored. The only thing that the 
consumer has to know is how to call the 
service using standards like WSDL, SOAP, 
and HTTP. 
 Once you’ve implemented some services 
you can then compose higher-level busi-
ness functions and so-called “composite 
applications” by invoking multiple services 
and orchestrating interactions among them. 
If you build all your services from scratch 
for a project you can design interfaces 
and data models that interact smoothly 
and consistently. Opportunities for such 
green-field designs are rare and today’s new 
system is tomorrow’s legacy system anyway. 
More than likely, you’ll be using existing as 
well as new services and applications that 
were bought or built long ago and have or 
will have service interfaces added to them.

The Fly in the Ointment
 An application’s service interface may 
be new, but it probably won’t be clean or 
consistent with your other services since 
an application’s functionality and exist-

ing interfaces usually dictate what can be 
provided as a service, as well as what data 
it can accept and provide. Interacting with 
multiple services can become complicated 
– even though they use standard protocols 
and formats for interface definitions and 
invocation, these protocols and formats 
only deal with the syntax of the data and 
not with their vocabulary or meaning. Each 
application or service is likely to use differ-
ent names for the same things and the same 
name for different things. Such disagree-
ments and mismatches are commonplace 
and not limited to Service Oriented Archi-
tectures. Here are a few examples:
• Many of us have an address book on our 

computers, another on our cell phones, 
and software that synchronizes them. 
Unfortunately the definition of an entry 
in each is different, with variations in field 
names and the number of fields. One may 
have fields for home, work, cell, fax, and 
modem numbers and an e-mail address 
as well as the other home, work, mobile, 
pager, assistant, and main numbers and 
multiple e-mail addresses. The synchro-
nization software knows how to map the 
different names but it can’t map all the 
fields one-to-one. Still it’s a good enough 
compromise because most people don’t 
use all the fields.

• Many companies provide access to an 
external CRM system – like salesforce.
com – for salespeople and use an internal 
ERP system for processing orders. Those 

two systems keep different information 
about customers so using the salesforce.
com Web Service interface to get cus-
tomer information and then correlating 
it with data from ERP system may not be 
straightforward. Like the address book, 
the data formats are different, but so is 
the intended use and content of the data. 
One keeps track of things like prospects 
and their interactions with the sales rep 
and the other keeps track of things like 
what someone has bought, how much 
they paid, and when. 

 The two systems both have a notion of 
“customer” but one may call the customer 
identifier “cust_num” and the other some-
thing like “csidno” and one may contain 
a number while the other contains both 
letters and numbers. One may have “orders” 
represented as an XML document with 
elements for “orderlines” and the other an 
“orders” XML document with the elements 
“orderheaders” and “orderdetail.” Other 
data elements will present similar issues. 
Reconciling or mediating the differences 
in data models and service interfaces for 
applications like these is more difficult than 
reconciling differences in address books.
 The consumer bears responsibility for 
providing the correct data elements to the 
service in accordance with its interface 
definition. In many situations, the service 
designer gets to decide what it wants to use. 
When you design service interfaces, you 

  When designing your SOA and services, keeping the service consumer in mind will 

make the job easier. Consumers must conform to the interfaces of each service they 

use and invoke them with the right data in the right format. The more similarity there 

is among services, the less coding and translation your consumers will have to do. Us-

ing the techniques of transformation, semantic data modeling, and a conceptual data 

model can make your job much easier – both during initial design and testing and 

when making changes later.
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should try to make it as easy as possible for 
the consumers to use. That isn’t always pos-
sible, especially if you use services provided 
by someone else like another department 
or an external organization like salesforce.
com, UPS, or Google.

Transformation to the Rescue!
 To mediate the differences among ser-
vices’ data formats you can introduce a data 
transformation or mediation layer into the 
architecture. This layer becomes respon-
sible for mediating data formats between 
service invocations, performing conver-
sions and translations for the consumer. 
The consumer then has the data in the right 
format when it wants to invoke a service 
using data supplied to it by another service. 
 You can construct the transformation 
operators using XQuery, XSLT, or even 
hand-coded Java functions to translate one 
data layout and vocabulary to another with 
relative ease. If you’re using an Enterprise 
Service Bus (ESB) as a backbone for reliable 
communication and service management 
you can put your transformation services 
on the bus. The ESB can then automatically 
invoke the transformations as needed.
 When you build transformations one 

by one as you need them, the result is a 
set of transformations for converting data 
received from service A into the right form 
for sending to service B, service A to service 
C, service B to service C, and so on. Each 
transformation does one specific job in 
isolation from the others. Now everything 
will run smoothly, right?

Transformation Isn’t Enough
 While transformation is necessary and 
helps to make service integration easier by 
itself it’s not enough. Even when you use ef-
fective tools like DataDirect’s Stylus Studio 
or Altova’s XMLSpy to create them, having 
many such point-to-point transformations 
can make things complicated:
• It reintroduces the tight coupling SOA 

was supposed to eliminate in the first 
place. Instead of providing agility your 
SOA will become brittle and difficult to 
change.

• We’ve spent more than 50 years inventing 
new applications and their data mod-
els so there can be many complicated 
mismatches between applications. Every 
organization has a lot in their systems. 
Dealing with them can keep you busy for 
a long time.

• It’s pretty likely that you’ll end up with 
duplicate sections and duplicate opera-
tions in your transformations perhaps 
with unintentional variations, especially 
if different people make them.

• Maintaining hundreds or thousands 
of transformations is a big burden and 
keeping them all correct, consistent, and 
current will be next to impossible.

• Individual transformations encapsulate 
knowledge of the data semantics in many 
different places. That knowledge can’t be 
found easily or reused effectively.

 Transformations certainly help but they 
aren’t enough.

Conceptual Data Models to the 
Rescue!
 Instead of many individually designed 
point-to-point translations, if you define 
mappings from each service to a common 
conceptual data model then it will be pos-
sible to generate the transformations you 
need automatically and use them where 
needed. This can greatly reduce the amount 
of work you have to do because instead 
of defining transformations for pairs of 
services, you define one mapping for each 
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service. At this point, the necessary point-
to-point transformations are generated 
from the mappings from service to concep-
tual model. 
 Note that there’s no need to actually 
transform to and from the conceptual 
model (that’s why it’s conceptual, not real). 
With the right tool for defining and extend-
ing the conceptual data model and service 
mappings and storing them, this approach 
solves a number of the problems we men-
tioned previously.
 As you define and extend the conceptual 
model, you can use clear and understand-
able names for all the data elements no 
matter how cryptic they may be in the 
service interfaces. When the same data ele-
ment is used by multiple services, the mod-
eling tool can show them together enabling 
you to see where an element is being used 
even when the names are different.

Data Validation
 The service interface standards we have 
now don’t include much ability to express 
the rules or constraints that must be ap-
plied to the data presented to the service. 
For example:
• A retail customer may not be allowed to 

use purchase orders, while commercial 
customers in good standing can;

• There may be several related fields that 
must be validated together, such as street 
address, city, state, and ZIP code, and so 
all of them must be present;

• A shipper can’t be assigned to an order 
until a shipping address has been speci-
fied; and

• Two addresses – current and future – are 
required in a move order for relocating 
broadband cable service.

 A service always has to validate its inputs 
but, in loosely coupled systems, it will often 
be necessary to do data validation of con-
sumers as well – especially in service con-
sumers that interact with users who want 
early feedback in data entry, for example, 
before an order is submitted.
 The common model can be used to 
capture such constraints so they can be 
applied everywhere they’re needed in a uni-
form manner. When the validation logic is 
generated from these rules you can be sure 
they’re the same everywhere.

Calculations
 Often a data element used in one service 
may have a different data format than 
another and the values may be expressed in 

different units (inches versus millimeters, 
Fahrenheit versus Celsius, pounds versus 
kilograms, and so on). One service may de-
fine a value with three decimal places (e.g., 
3.602) and another as a whole number (e.g., 
3). Should the decimal value be rounded or 
truncated when converting?
 The conceptual data modeling tools 
should be able to define such commonly 
used conversions as well as application-spe-
cific conversion or calculations so that they 
can be defined once and used where needed. 
This will make the conversions easier to 
change and improve overall system reliabil-
ity.

Industry-Standard Data Models
 Standard data models have been defined 
by many different industry-specific groups 
such as insurance (ACORD), healthcare 
(HL7), and telecommunications (SID). Most 
of these data models are large and complex, 
with 1,000 or more classes. If you can use 
one of these data models, it can save you 
considerable effort and ease conformance 
with your industry’s standards.
 To use these standards, you’ll have to 
add them to your conceptual data model. 
Since they’re usually large and complex, 
the modeling tool has to have a means to 
import them. Once imported, you’ll also 
want to be able to add layers on top of the 
industry model without changing it. For 
example, since these data models are usu-
ally abstract, attribute names tend to be 
generic, such as a set of “ContacMediums” 
instead of “main telephone number” and 
“home telephone number.” You’ll want to 
add mappings to the names used by your 
own data and applications.

The Metadata Repository
 The metadata (the mappings, transfor-
mation rules, data format conversions, 
validation rules, and all the other things 
we’ve discussed already) have to be stored 
somewhere where they can be easily used 
and where the tools can get and save their 
artifacts. This is the role of the metadata 
repository. The repository isn’t a big shoebox 
that you can just throw all the metadata and 
related artifacts into. It should give you a way 
to organize and keep track of everything.
 When you use repository-based modeling 
tools, besides easier implementation, ongo-
ing maintenance costs will be lower and 
you can achieve the following benefits:
• Automated impact analysis – As you plan 

changes to your SOA, the tools can pro-
vide reports about the interdependencies 

between services and consumers and the 
impact of any proposed changes.

• Reusable components – When all the 
data definitions, transformations, valida-
tion rules, conversion formats, and the 
generated code are stored in the reposi-
tory, you’ll be able to find and reuse ele-
ments that have already been developed.

• Correctness – By using the elements 
defined in the repository where they’re 
needed, overall system and application 
correctness, consistency, and reliability 
will be enhanced. You have the assurance 
that a change can be propagated to all the 
places it needs to go. Your SOA will have 
fewer bugs.

Conclusion
 Take care of the needs of your service 
consumers to be sure you can achieve the 
SOA benefits of simpler and faster appli-
cation and data integration, agility, and 
the ability to respond to the needs of your 
business more effectively. Modeling tools, 
a common conceptual data model, and a 
metadata repository will promote reuse, 
reduce errors, and control the effects of 
change. Then you can bask in the glorious 
sunshine of your SOA.  
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Get Rich Applications with 
WorcsNet IAB Studio
Its feature set is too rich to let a few glitches stop you from trying it out

PRODUCT REVIEW

IAB Studio is broken down into three 
components: Application Builder, Report-
ing Suite, and Workflow Suite. Application 

Builder provides all of the containers and 
controls you need to assemble rich user inter-
faces complete with data grids, entry forms, 
and tree-view controls. Reporting Suite adds 
several capabilities that greatly simplify report 
and chart production. Workflow Suite lets you 
use a graphical UI to create workflow models 
using a variety of tasks types. It executes these 
models in its own engine.

Application Builder
 The terms “rich client” and “rich user 
interface” have been used for several years 
to refer to software that make use of a set of 
controls that exhibit robust behavior (e.g., 
drag-and-drop) and/or provide more control 
properties than HTML to construct a UI. 
These include tree-view controls, tab pages, 
and multi-page editable data grids. The im-
portant difference between rich controls and 
the standard HTML controls is the degree 
of interaction the user can have with it and 
the amount of application state that can be 
represented with one instance of the control.
 WorcsNet uses the term “Rich Internet Ap-
plication” or RIA to refer to an application built 
with a rich user interface that runs in a Web 
browser. Application Builder is the primary 
tool used in constructing these applications.

The WAB Web App
 The Application Builder tool is itself a Web 
application. It runs as a standard J2EE Web 
application and is compatible with a variety 

of relational databases including Oracle, MS 
SQL Server, Sybase SQL Server, Sybase SQL 
Anywhere, MySQL, and SAP DB. You can 
download a copy from Worcsnet (http://www.
worcsnet.com). There are three installation 
methods you can use. I chose the simplest: 
the bundle consisting of a single ZIP file with 
IAB Studio, JBoss, and MySQL already set up 
and ready to go. Just expand the ZIP, point 
JBoss to your Java home, and start them up.

Workspace
 Once you have Application Builder running, 
point your browser to http://localhost:19080/
WAB to get started. Follow the instructions to 
log in as the admin user. The sample project 
includes several pages demonstrating the 
various types of controls available. It was nice 
to realize that the controls used to construct 
the Application Builder IDE are the same ones 
available to build your own.

Projects
 Projects are simple hierarchical struc-
tures that you use to organize the artifacts 
you create with IAB Studio. At the top level, 
you can create instances of any object type. 
These include folders, pages, URL refer-
ences, data-entry wizard objects, reports, 
workflows, and files. Folders can contain 
any of the object types too including other 
folders. Pages, as you might expect, are the 
primary container object. 
 To create your own project, click on User 
Projects in the left-hand navigation panel, 
and click the New Item button at the top. En-
ter a name and description of your project.

Pages
 IAB pages let you bring together the set 
of user interface controls you need to create 
the user experience desired. Pages are syn-
onymous with JSP (as they are implemented 
with JSP technology) and can contain any 
number of controls. Figure 1 shows one of 
the sample pages open in the workspace. 
Besides the controls you’d find supported in 
HTML, Application Builder provides tree-
views, paginating data grids, combo boxes, 
tab controls, RTF editor, menus, toolbars, 
and special controls for data management.
 Create a new page by selecting the New 
Item button at the top of the Navigator pan-
el on the left. Complete the pop-up form 
and the page is added as a JSP to the WAB 
web application. Adding controls is very 
simple: click on the control-type button 
along the top of the page in the workspace 
then click inside the body of the page where 
you want the control. Positioning and sizing 
are done in absolute terms so there should 
be no surprises.

Data Entry Wizard
 The Data Entry Wizard (DEW) lets you 
quickly create a sequence of data-entry 
forms that will be presented to the user. 
The user can move forward or backward in 
the sequence filling in fields on the forms 
that may be bound to columns (from one 
or more tables) in the database. The DEW 
control handles generating SQL state-
ments and interacting with the database. 
The wizard is functionally complete (client, 
J2EE server, and database interactions are 
managed) without any client- or server-
side coding, although you can write event 
handlers if needed. Certain validation rules 
are available for selection as you assemble 
each form in the wizard. You can add as 
many forms as the user experience requires. 
When finished, the DEW object is saved 
then referenced on a page by adding a DEW 
control to the page and selecting the DEW 
object.

  IAB Studio is a tightly integrated set of development and runtime tools you can 

use to easily create browser-based applications, reports, and workflows with rich user 

interface controls. It makes liberal use of client-side event processing and AJAX-based 

communication to a J2EE server to provide a more responsive user experience with 

lighter server loads.

REVIEWED BY PAUL KAISER
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Data Presentation Control
 The Data Presentation Control (DPC) is 
another powerful control that makes it easy 
to present and manipulate data in a page. 
The DPC is added directly to a page and 
configured in place. It uses a grid display 
style. You select the table and columns you 
want to show in the grid. For each column 
selected, you can control whether the 
column is visible, updatable, can be sorted, 
and which are the key columns. You also 
specify the column heading. Without any 
other work, the DPC can now be used to 
retrieve and view the specified data.

Data Transformation Control
 The Data Transformation Control (DTC) 
is a non-visual control that lets client-side 
code interact with the database via the 
J2EE server. Since the control is non-visual, 
you simply write JavaScript to instantiate 
the DTC (also called DataStore), set query 
properties, and call the LoadData method 
to execute the query. You specify a callback 
function to the LoadData method to receive 
the data. Your method can do whatever you 
need to modify the DOM with the data.

Reports
 Reports are very easy to set up. They are 
created as project artifacts in a folder. Once 
created, open the report up in the work-
space. You must select the report style from 
one of the Free-form, Graph, Grid, Group, 
N-Up, or Tabular styles. You also can pro-
duce HTML, PDF, XML, tab-delimited, or 
CSV formats. The tool produces a canoni-
cal form for the XML output based on the 
query output. The graph style allows for 
various types (pie, line, bar, X-Y, etc.).

In Addition...
 IAB Studio is also an execution environ-
ment and as such provides basic security 
and entitlement management functions. It 
supports user authentication and role-
based authorization. Access to pages is 
granted to roles.
 And if you’d rather develop in your favor-
ite IDE, IAB Studio comes with an Eclipse 
plug-in so you can develop your IAB objects 
in familiar surroundings.

Workflow Builder
 The Workflow Suite is a workflow model 
builder and execution engine included with 
IAB Studio. It lets you create a model of a 
workflow by connecting various types of tasks 
together in a flow. All tasks are implemented 
via a Java class. While IAB provides default 
implementations, they do nothing; you must 
provide an implementation to do anything. 
 There are tasks to execute your logic 
synchronously or asynchronously to the 
workflow. Other tasks provide classic flow 
control (if, loop), synchronization, HTTP 
URL retrieval, e-mail, FTP transfers, a 
simple delay, and user activity. Each kind of 
task defines parameters specific to it. 

Concerns
 While IAB Studio has a lot of great fea-
tures, there are a few things about it that 
concern me.
 I encountered a few minor glitches with 
the Web IDE. One time I had a pane pop up, 
seemingly out of nowhere. I had to log out 
to close it and couldn’t reproduce it. The 
report designer shows three nested scroll-
bars; which makes navigation a bit chal-
lenging. You have to deal with scroll bars 

on the browser window, scroll bars on the 
page, and scroll bars on the report control. 
Finally, there are mislabeled and duplicate 
buttons. Worcsnet is aware of the last two 
items and is planning to address them.
 IAB doesn’t connect to any external source 
code repository, though it has an internal ver-
sioning scheme. Since the latest version of all 
project artifacts are saved on the file system 
(under the WAB context root), it’s possible to 
use an SCM outside the tool. However, this 
means that any files the SCM tool puts in its 
workspace (such as CVS and Subversion) will 
become part of the Web application file set 
and must be removed as part of promoting 
the application out of development.
 IAB Studio acts as a development tool, 
framework, and runtime engine for the ap-
plication. It stores metadata in the database 
regarding the application artifacts. It’s designed 
to use a “develop and transplant” approach 
to deployment rather than the commonly 
used “checkout and build” approach. IAB 
Studio provides an export facility that’s part of 
a promotion process to move the application 
from development to QA and production. The 
feature wasn’t functional and the developer is 
expected to include the IAB metadata as part 
of the application database promotion scripts. 
A promotion/deployment model like this may 
also make some people question the veracity 
and repeatability of a CM process based on it. 
While this may not be an issue, it should be 
reviewed before committing to build an ap-
plication that may be subject to SOX audits.

Conclusion
 Despite these concerns, I’d recommend 
that developers looking to step into the rich 
Web application arena take a look at IAB 
Studio. It provides UI development features 
reminiscent of client/server tools like 
PowerBuilder and Visual Basic and includes 
basic workflow capabilities for your ap-
plication. This feature set is too rich to let a 
few glitches stop you from trying it out.  
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The Missing ‘Discovery’ Link to 
Successful Business Process Management
Process improvement based on user 
behavior, not estimates or anecdotes 

BUSINESS

If we dig deeper into understanding why 
two-thirds of projects fail, the good 
news is the root cause is not due to the 

deficiencies in technical capability. The 
tools the IT staff has on-hand become very 
robust and well understood over the last 30 
years. Instead, the root cause of these fail-
ures is simply due to a lack of understand-
ing of the business process that the project 
was supposed to improve. In spite of the 
fact that on average, 70% of an IT project’s 
budget is dedicated to understanding and 
documenting the business process through 
requirements, analysis, design, and testing 
the process. Just like a sick patient at the 
hospital, you can’t begin treatment without 
an accurate, effective diagnosis. 
 The traditional IT methodology for 
documenting the business process has 
several significant limitations. First, it never 
captures all of the nuances of the busi-
ness process. The old saying “The devil is 
in the details” is true, and every process 
has a seemingly endless set of exceptions, 
variations, and deviations that only become 
apparent as they occur, hopefully in test-
ing, invariably after the system is put into 
production. 
 Second, the process is often assumed to 
be repeatable across all users. Unfortunate-
ly, this is never the case. Best case, users just 
have different habits; worst case, different 
user groups have significant differences 

stemming from the process’s core require-
ments. 
 Third, the business process is a snapshot 
in time of the process. With the speed of 
business today, business processes are in 
a continuous state of transition. One key 
reason that shorter, small projects succeed 
more than longer projects is that the busi-
ness process doesn’t have time to evolve 
from the assumed, analyzed process. 
 Most business processes today are tech-
nology-enabled and users leave electronic 
footprints of the process through the IT 
assets supporting the process. By examin-
ing the footprints the users leave as they 
execute their process, the business process 
can be automatically discovered and docu-
mented in near real-time.
 Business Process Discovery (BPD) is an 
emerging field that discovers the busi-
ness processes based on examining the 
activities of the users on the IT assets that 
support the business processes. Coming at 
the business process “bottom-up” from the 
detailed facts of instances of the process 
provides a detailed depiction of the busi-
ness process, complete with all the nuances 
of that process, including detailed statistical 
information on how often different varia-
tions of the process are executed, how long 
it takes, what data conditions give rise to 
process variations, what variations there are 
between different users or groups, etc. And, 

since BPD is an automated process, the 
business process can also be kept updated 
on a perpetual basis. 
 To illustrate BPD, consider a mainframe-
enabled business process of order man-
agement. Order management in itself is a 
fairly large and ambiguous process; there 
are multiple aspects and organizations 
that could be involved ranging from order 
entry, call centers, credit management, etc. 
A traditional approach would interview 
representatives from each area and paint 
a process map that everyone could agree 
on. Alternatively, with BPD we’d watch how 
each user in the organization interacted 
with the mainframe and let the business 
process emerge from the data. 
 If we were to create a session file of every 
keystroke and every screen for every user 
in the organization and weave those files 
together into a process map we’d be able to 
see exactly how users are interacting with 
the system to achieve the process. We’d see 
what screens transaction users are using, 
how often they are using them, and how 
consistent the process is between users. Out 
of this picture, we’d quickly see the different 
sub-processes of order entry, call center, 
and credit check. We’d see the various data 
conditions that trigger different process 
points, e.g., order greater than credit limit 
creates a credit approval process. And, 
perhaps most importantly, we’d see the wall 

  Every organization is under pressure to deliver tangible business benefit through its 

IT projects. This point is illustrated by the fact that almost all IT projects are justi-

fied based on the ROI they will deliver. However, very few organizations follow up and 

review all projects based on the ROI they actually provided. While the reasons for this 

aren’t clear, one compelling, well-documented statistic is that on average only one out 

of three IT projects will be successfully completed and deliver the ROI they promised. 
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clock time and the process errors that you can’t get from the inter-
view process. Those are the places in the process that require the 
most user time, where users are struggling with the existing system.
 The BPD approach provides a near real-time, complete, and 
accurate view of the existing business process. This fundamentally 
changes the economics of IT projects, no longer is 70% of the bud-
get required for analysis and design. This leads to shorter, cheaper 
projects. 
 This also leads to a different way to approach business process 
improvement. The traditional approach of an enormous, risky 
business process re-engineering effort requires that extensive work 
be done on process mapping, process analysis, and making large 
one-time changes. BPD, however, creates an environment where 
it’s natural to make smaller incremental process changes that yield 
immediate return, and repeat the process in a continuous improve-
ment cycle. This creates an environment where the business users 
are continuously seeing benefits and most IT spending is on creat-
ing benefit, not on documenting business processes. 
 Traditionally, small incremental projects were difficult to execute 
not just because of the challenges of traditional process analysis 
but also because of the inflexible IT architectures that made it diffi-
cult to make incremental improvements. Service Oriented Archi-
tectures (SOA), however, are fundamentally changing that inflexible 
paradigm. SOA lets organizations rapidly adapt and incrementally 
improve their processes. This architectural change in the way IT 
systems are organized and deployed removes the technological 
constraints to an iterative, incremental improvement cycle. 
 However, the key to success with SOA is to be able to effectively 
define the appropriate granularity of the business services. BPD 
complements a SOA approach to solve this problem by having ser-
vices emerge from this bottom-up analysis of the business process-
es and implementing those services that are required incrementally 
as part of process improvement initiatives.
 Having a near real-time view of your current business processes 
yields dramatic returns beyond improving application develop-
ment. Once the typical business process is understood, being able 
to monitor that business process for deviations introduces a proac-
tive business process monitor that has immediate applicability for 
IT operations management as well as compliance and security. A 

self-documenting business process allows IT staff and business us-
ers to be on the same page and help-desk support staff can imme-
diately understand the business process or the deviation from the 
business process of a specific user. This allows a proactive investi-
gation and response to the deviation, whether it’s a user-training is-
sue, systems-availability issue, or just an unusual business situation 
driving the workflow. 
 Perhaps the best thing about BPD is that getting started is easy 
and extremely low risk. The promise and benefits of BPD is to be 
able to derive business processes quickly, easily and automati-
cally based on an examination of business user behavior. In our 
experience, we find that in a couple of weeks, we can target several 
business process improvement opportunities based on the detailed 
process maps that our BPD tool provides. This creates quantified 
process improvement opportunity based not on estimates or anec-
dotes, but on the solid facts of user behavior.  
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NEWS

Commission Junction Announces Web Services Offering
(Westlake Village, CA) - ValueClick, Inc.’s, Commission Junction, a global provider of advanced af-
fi liate marketing solutions, has announced the release of its Web services for advertisers and pub-
lishers. By offering a comprehensive Web services solution, Commission Junction is enabling its 
clients and third parties to develop their own applications to create unique products or consumer 
experiences in the CJ Marketplace.  Advertisers can now offer publishers enhanced access to their 
product catalog data feeds, enabling publishers to present the most up-to-date product informa-
tion to their visitors in the most desirable manner. In addition, advertisers benefi t from the ability 
to customize affi liate program sign-up and login areas, allowing for the creation of a truly branded 
experience for the publishers in their affi liate marketing programs. Publisher functionality includes 
direct access to advertisers’ Product Catalog data in real time and the ability to perform searches 
based on keyword, UPC, manufacturer, model number, advertiser, SKU and more. 
www.valueclick.com

StrikeIron and Xignite Expand Partnership to Resell StrikeIron’s 
OnDemand Web Services for Excel
(Research Triangle Park, NC) –StrikeIron Inc., provider of the Web Services Marketplace, has 
announced that it has partnered with Xignite which will resell StrikeIron’s OnDemand Web 
Services for Excel. As part of the agreement, Xignite will use this Microsoft Offi ce add-in to 
create live customizable Excel workbooks connecting to Xignite Financial Web services. These 
workbooks will be available to integrate with any fi nancial or Web application in order to build 
customized, real-time applications quickly and cost-effi ciently. In addition, the OnDemand 
Web Services for Excel workbooks will enable users to create compelling Service-Oriented 
Architecture (SOA)-driven applications to leverage the existing investments organizations are 
making in SOA infrastructure technology.
www.xignite.com  www.strikeiron.com

Thailand and IBM to Create Nationwide SOA Center of Excellence
(Bangkok, Thailand) – Thailand’s Offi ce of Computer Clustering Promotion (CCP), under 
the National Science and Technology Development Agency (NSTDA), has announced it will 
create an SOA Excellence Center with IBM. The SOA Excellence Center will train and de-
velop Thailand’s IT resources around service-oriented architecture (SOA), a way of reusing a 
company’s existing technology to more closely align with business goals helping to result in 
greater effi ciencies, cost savings and productivity.
 The new SOA Excellence Center will be located at the Thailand Science Park. The Center’s 
mission is to develop skilled IT resources in Thailand in two tracks: 
• Academic Initiative Track: The establishment of an IBM Academic Initiative to enable the 

IT workforce to be competent in high value SOA skills and related IBM’s industry-leading 
WebSphere software, using CCP and IBM’s curriculum and courseware. 

• DeveloperWorks Track: The establishment of an SOA Community of local IT developers to 
assist the local IT industry to adopt SOA technology and to nurture local industries to de-
velop innovative SOA-based products, applications and services. IBM’s software will be used 
where applicable at the Center.

www.ibm.com/soa

Ubiquity Software Announces Enhancements to Its SIP Application Server 
and SOOF SOA Architecture
(Boston) - Ubiquity Software, creators of the standards-based SIP (Session Initiation Protocol) 
deployment platform, has announced the release of version 7.1 of its Session Initiation Proto-
col (SIP) Application Server (SIP A/S), which provides enhancements for service providers run-
ning SIP applications in a production environment. In conjunction with SIP A/S 7.1, Ubiquity 
has also announced enhancements to its standards-based SOOF Service Oriented Architec-
ture (SOA) with the introduction of Open Web Services, a set of SOOF Service Components 
that provide support for Parlay X. Open Web Services Add Pack 1.0. is a new set of pre-built 
SOA service components that deliver capabilities defi ned by the ETSI Parlay X 2.0 specifi ca-
tion, including: Third Party Call, Call Notifi cation, Call Handling, Audio Call, and Multimedia 
Conference. With Ubiquity’s SOOF SOA and Open Web Services, customers and application 
developers can now create advanced SIP applications with minimal knowledge of SIP and the 
underlying protocol, and can extend existing applications with the addition of real-time com-
munications features like Instant Messaging (IM), click-to-call, click-to-conference, and more. 
www.ubiquitysoftware.com
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Fujitsu FlexFrame for mySAP Business Suite Supports Full SOA 
Deployment for SAP Applications
(Sunnyvale, CA) - Fujitsu Computer Systems Corporation has announced the availability of 
FlexFrame for mySAP Business Suite 3.2B, an integrated solution using virtualization technology 
that enables companies to run mySAP applications using a true service-oriented architecture 
(SOA). Companies are moving to SOAs in order to be more responsive to customers and react 
more quickly to changing business needs. Achieving the full benefi ts of shared services requires 
both SAP Enterprise Services Architecture (ESA), SAP’s blueprint for putting SOA to work, and 
a fl exible hardware platform capable of responding rapidly to dynamic business changes. With 
the latest version of FlexFrame for mySAP Business Suite, companies can achieve a complete, 
top-to-bottom SOA deployment of mySAP applications based on SAP’s Adaptive Computing 
Initiative, resulting in more agility and lower total cost of ownership (TCO
www.fujitsu.com

webMethods to Acquire Infravio
(Fairfax, VA) - webMethods, Inc., a business integration and optimization software com-
pany, has announced that it has entered into a defi nitive agreement to acquire privately held 
Infravio, Inc. for approximately $38 million in cash. The deal is expected to close during the 
month of September 2006 and it is anticipated to be accretive to webMethods’ earnings per 
share (EPS) beginning with the quarter ending March 31, 2007.
Infravio is a pure-play provider of service-oriented architecture (SOA) registry and governance 
solutions. SOA governance enforces the policies and procedures that determine how devel-
opers, IT staff, and business users leverage and utilize services throughout the entire SOA 
lifecycle, from initial design and run-time to ongoing changes in the system. SOA governance 
creates alignment and enables collaboration across these disparate groups while allowing 
each participant to maintain their own distinct view of services and policies.
www.webmethods.com

Acsera Changes Company Name to ClearApp, Inc.; 
Launches ClearApp QuickVision 6.0
(Sunnyvale, CA) - Acsera Corporation, a provider of model-driven application performance 
management (APM) solutions for portal, J2EE and SOA applications, has announced its name 
change to ClearApp, Inc., effective immediately. The company name change is accompanied 
by an updated logo and a new Website at http://www.clearapp.com redesigned to refl ect the 
speed, visibility and control ClearApp delivers to customers managing complex, composite ap-
plication environments. In addition, ClearApp announced today the launch of a new version 
of its fl agship APM solution, now called ClearApp QuickVision 6.0 (formerly Acsera Manager).
www.clearapp.com

BEA Announces SOA for Executives Services 
(San Jose, CA) - BEA Systems, a provider of enterprise infrastructure software, has announced 
the availability of Service-Oriented Architecture (SOA) for Executives, the fi rst BEA suite of SOA 
services for senior IT executives. This suite is designed to help empower executives to invest in SOA 
and lead change within their organizations by conveying the business value of SOA through BEA’s 
sensible approach. The new SOA for Executives suite of services is a set of professional services that 
are built for executives from the ground up and based on BEA’s experience with SOA at Global 2400 
companies. According to a recent IDG Research Services survey of 500 IT and business profession-
als, the top inhibitors to SOA deployment are a lack of skill or training, building a new governance 
model, internal IT and organization barriers, and defi ning metrics to measure SOA.
www.bea.com

SAP Helps Customers and Partners Map Easier Path to Enterprise SOA
(Las Vegas) - SAP AG has announced the availability of SAP Discovery System software for 
enterprise service-oriented architecture (enterprise SOA), designed to help customers and 
partners map their paths to a successful adoption of enterprise SOA. With SAP Discovery System, 
developers and enterprise architects have a clear risk-free fi rst step in experimenting with enter-
prise SOA, enabling them to test-drive the simplicity and fl exibility of composing new business 
processes using enterprise services in a standalone SOA environment. This release delivers a pre-
confi gured SOA landscape, giving customers and partners immediate access to the latest soft-
ware and tools available from SAP as well as a comprehensive set of sample business scenarios. 
www.sap.com
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Best Practices for Building 
SOA Applications
Seven Steps to SOA Adoption - Part Two: 
Rich GUIs, monitoring, security, and performance

ADOPTION

In the first article, we described why 
adopting an SOA is valuable but can be 
difficult. We also looked in detail at the 

first three of the seven steps outlined above. 
In this article we’ll focus on the final four 
steps and look at some “worst practices” 
— common errors in SOA design and how 
to avoid them.

Rich User Interfaces
 We’ve seen several generations of UI 
evolution since the emergence of the Web 
as an application interface paradigm. 
Initially, HTTP and HTML provided many 
benefits for administrators through a 
thin-client approach, but users were faced 
with GUIs that were much more primitive 
than what could be done with thick-cli-
ent interfaces. With the emergence of rich 
Asynchronous Java And XML (Ajax)-style 
interfaces, we are now seeing a truly ma-
ture thin-client paradigm.
 However, developers often find the 
complex JavaScript code for user interfaces 
to be cumbersome, hard-to-debug, and 
repetitive. In this area, the emergence of 
Java Server Faces (JSF) frameworks that en-
capsulate rich dynamic GUI capabilities in 
reusable components has given developers 

some new tools to make the development 
of rich Web GUIs easier.
 As Web GUI paradigms evolved, develop-
ers were faced with more choices. In our 
first article, BPEL was discussed as the stan-
dard for business process orchestration, 
and GUI page flows are sometimes consid-
ered “orchestrated” interface components. 
However, BPEL is usually not the right 
abstraction for page flows. We see JSF and 
its predecessor, Struts, as being the best way 
to implement user interface control flow in 
the Java/J2EE world. BPEL is best for struc-
tured flows, but page flows are typically 
semi-structured or unstructured. Although 
BPEL is also particularly important when 
you need to maintain audit trails and when 
the process strictly controls the order of ex-
ecution of activities, but GUI flows usually 
don’t require these.
 Of course, applications often connect 
their GUIs to business processes through 
human worklist interfaces, custom Web 
interfaces, and portals. BPEL’s ability 
to support Web Services interfaces and 
transactional interfaces via adapters and 
WSIF bindings makes it easy to integrate 
J2EE GUIs and portals with BPEL processes. 
Standards like WS-Remote portlets and JSR-

168 mean that vendors can publish process 
portlets, such as a worklist editor, in a way 
that’s easy for developers to integrate into a 
portal of their choice.

Business Activity Monitoring
 A common complaint in organizations is 
that they have lots of data but not enough 
information. For example, we have a client 
who described his problem as having “14 
terabytes of data but no unified view of our 
customer.” One of the best ways to avoid 
this problem is to define key performance 
indicators (KPIs) as early in the SOA design 
process as possible. KPIs are pieces of infor-
mation that the organization wants to track, 
such as the number of business transac-
tions that are processed a day, the num-
ber of exceptions that are raised, and the 
amount of the time it takes to process each 
step. Because KPIs can change over time, 
the most effective approach for gathering 
this information is to instrument processes 
and IT events with “sensors” that monitor 
the business transactions. The events can 
then be fed to business activity monitoring 
(BAM) dashboards and custom reporting 
channels without requiring that process 
logic be changed.

  This article is the second part of a two-part series covering best practices for 

building Service Oriented Architecture (SOA) applications. The following are the seven 

key steps for effective SOA adoption:

1. Create a portfolio of services
2. Define connectivity and messaging interfaces
3. Process orchestration, workflow, and rules
4. Rich user interfaces
5. Business activity monitoring
6. Security and management
7. Performance and scalability

WRITTEN BY DAVE SHAFFER
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 Once the events are identified, corre-
lated, aggregated, and fed to rich real-time 
dashboards, an organization achieves what 
we call the “fusion effect.” This occurs when 
actionable information informs an organi-
zation how to improve its processes, and its 
agile IT environment lets these changes be 
implemented efficiently.

Security and Management
 Security has become increasingly 
critical as the perfect storm of informa-
tion proliferation, regulatory change, and 
identity theft disclosures have come to 
pass. Industries such as healthcare and 
financial services require an unrelenting 
focus on security as information such as 
an individual’s medical and financial data 
is passed over a network. Addressing these 
challenges is particularly complex in a 
heterogeneous and fast-changing tech-
nology environment. Conveniently (and 
not coincidentally), key standards such as 
WS-Security have emerged to enable the 
secure exchange of information between 
processes and services, even across dif-
ferent technology stacks such as J2EE and 
Microsoft .NET.
 WS-Security specifically provides a stan-
dard mechanism for authentication and 
access control for services, as well as full or 
partial encryption of message data. WS-Se-
curity support is available in Microsoft .NET 
services, Open Source Web Services frame-
works such as Apache Axis, and commercial 
J2EE toolkits such as Oracle, BEA, and IBM’s 
application servers. It’s easy to find infor-
mation describing how this interoperability 
works. For example, Microsoft MVP Jesus 
Rodriguez has code examples on his blog 
demonstrating WS-Security interoperabil-
ity between Microsoft WSE 3.0 and Oracle 
BPEL Process Manager (http://weblogs.
asp.net/gsusx/archive/2006/03/22/440881.
aspx). Likewise, Security Assertion Markup 
Language (SAML) provides a standard 
mechanism for role-based access control 
and federated identity. Standardizing on 
WS-Security and SAML for service inter-
faces gives an organization much more flex-
ibility in its future technology choices and 
for secure Web Service interactions with 
trading partners.
 It’s also important to extract security re-
quirements out of core services and clients 
and implement them in a policy-oriented 
fashion. This results in systems that are 
dynamic, secure, and auditable. Organiza-
tions implementing this approach are able 
to define external security policies and 

change them dynamically, without need-
ing to modify services or the clients that 
call them. This approach is supported by 
leading Web Services management (WSM) 
products.

Performance and Scalability
 Once security policies are in place, the 
next step to effective SOA is to focus on the 
performance and scalability requirements 
in detail. As ever, the principle of “a stitch in 
time saves nine” applies. For example, we’ve 
seen project teams that used all asynchro-
nous interfaces for their services because 
the toolkit they were using made that very 
easy to do. After developing sophisticated 
processes for handling registration for con-
sumer credit services, the project team did 
stress tests late in the development lifecycle. 
They discovered that the overhead of the 
asynchronous interfaces, which required 
frequent persistence of the overall process, 
was such that that their anticipated load 
could only be supported by an unaffordably 

large number of CPUs. When such informa-
tion is discovered so late in the process, 
the choices are bleak: either increase the 
budget significantly or re-engineer all the 
services to use different interfaces — which 
is a change that will propagate painfully 
throughout the project.
 The best way to avoid this scenario is to 
do a performance POC early in the develop-
ment process (even at the design stage) and 
get some real numbers regarding the size 
of the systems that are needed to achieve 
expected loads. By doing this during early 
prototyping and design stages, potential 
performance bottlenecks will be uncovered 
while there’s still time to change key design 
decisions.
 Another best practice is to choose care-
fully among synchronous and asynchro-
nous service interfaces, standards such as 
WS-Addressing, and custom correlation 
mechanisms for correlating asynchronous 
messages. WS-Addressing provides a stan-
dard mechanism for correlating asynchro-

Figure 1: Rich thin-client GUI-PeopleSoft real-time BAM dashboard
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nous messages so that system A can send 
a request to system B, and system B can 
call back to system A when a response is 
ready. This kind of asynchronous interface 
does have a performance cost, but you 
gain reliability and flexibility because the 
two systems no longer have to be tightly 
coupled to each other. Of course, projects 
have been built on top of asynchronous 
message-oriented middleware such as IBM 
MQ Series, TIBCO, and JMS messaging for 
years. What’s new is that the benefits of 
asynchronous interfaces are now available 
through standards such as WS-Addressing 
over protocols such as SOAP over HTTP so 
that such implementations can cross tech-
nology and vendor boundaries more easily.
 When considering Web Services as 
an integration approach, people some-
times worry about XML as a performance 
bottleneck, and it can be when used inap-
propriately. However, in general, we don’t 
believe that XML in and of itself presents 
performance overhead sufficient to rule it 
out, even for very large load requirements, 
especially given its many benefits. As when 
Java emerged to replace C and C++ as a 
preferred programming language, it takes 
a little time for design-time and runtime 
tools to evolve to optimal performance 
for the latest development approaches. 
We’re now starting to see toolkits for XML 
processing. These toolkits, such as Oracle 
XDK, allow operations such as dehydra-
tion, XSLT transformations, and BPEL 
assign activities to be applied while the 
data remains in an optimized binary 
format. This avoids the most expensive 
part of XML processing — serialization and 
deserialization. For external gateway-style 
transformations or WS-Security support, 
hardware devices such as the one created 
by DataPower (recently acquired by IBM) 
and software tools such as Forum Vantage 
XML Accelerator can be useful.
 However, there are ways to misuse XML. 
For example, passing very large documents 
between services via SOAP requires large 
amounts of bandwidth, processing time, 
and memory to serialize and deserialize 
the documents, even if you can minimize 
these steps. A preferred approach is to store 
the documents in a central location (a file 
system, database, or document manage-
ment system) and then pass references to 
the document. 
 When processing very large documents 
comprised a large number of records, 
batching and debatching the documents 
can also make a huge different in perfor-

mance and memory use. The tricky part of 
batch processing large documents is often 
coordinating the processing. For example, 
when a master process has to do some 
post-processing after all the child records 
have been processed. This is an area where 
developers can look to the commercial tool-
kits they’re working with to provide explicit 
support. Finally, another useful strategy for 
processing large documents is to stream 
them. We recently found that a stream-
ing implementation increased the size of 
documents we could exchange and perform 
XSLT transforms on in our BPEL engine 
from 10MB to more than 1GB, without 
encountering out-of-memory errors.

Worst Practices
 There is often more to learn from nega-
tive experiences than positive ones. Here 
are ways in which SOA development proj-
ects can go awry and the lessons that can be 
learned from other people’s mistakes.

Choosing the Wrong Language 
or Abstraction
  We occasionally see developers using 
Web Services and BPEL instead of a pro-
gramming language such as Java or C# for 
large iterative computational loops. Some 
of the issues with a Web Services orches-
tration language for this kind of problem 
include the fact that audit trails will get 
very long when a process has thousands 
of activities — which could easily be the 
case with a large number of loop itera-
tions. There can also be a problem with 
transaction timeouts. Because computa-
tional loops are typically synchronous, a 
BPEL engine would try to fit them all into a 
single transaction for efficiency purposes. 
However, most application servers will 
timeout synchronous J2EE transactions 
after 30 or 60 seconds, a time period that 
could easily be exceeded with many itera-
tions invoking Web Services in each loop. A 
much better approach is to do all the cal-
culations in pure Java and then invoke that 
external Java logic from a BPEL process, 
ideally via a Java or EJB WSIF binding for 
optimal performance.

Embedding Security in Components 
or Services 
 Embedding security implementations in 
each component or service that needs to be 
secured makes the policies more difficult 
to change. But it also decreases the chance 
that a service will be reusable, because 
clients that require a different security 

policy will necessitate that the service itself 
be modified. These clients will have to use 
copies of the service, entailing additional 
management issues over time as the num-
ber of versions of a service increases. We 
recommend externalizing security policies 
so they can be changed dynamically.

Developing Large Projects with a 
Bottom-Up, Big Bang Approach
 A large initiative that touches or replaces 
many layers of IT infrastructure can be 
very valuable; however, implementing such 
a project with a pure bottom-up approach 
all at once is tremendously risky. The main 
problem is that the business benefits of 
such a project (which get a lot of attention 
from the business people funding such a 
project) are very much back-end loaded. 
The duration of such projects can be mea-
sured in months or years — but they can 
also often be measured in “CIOs.” It’s not 
uncommon to see a bottom-up overhaul 
of IT infrastructure try a CEO’s patience to 
the point of replacing the CIO who initi-
ated the project because of all the money 
and time spent without any perceivable 
value.
 A much better approach is a stepping 
stone project model with rapidly iterating 
development cycles. In this model, each 
individual project brings an improvement 
in the IT infrastructure as well as a business 
benefit that can be used to measure the ROI 
of the overall initiative. 

Summary
 SOA can bring great value to an enter-
prise, but there are many potential pitfalls 
and hurdles along the way. Because SOA 
is now moving into the mainstream, we 
strongly believe that organizations adopting 
it should think through why they are doing 
it and how to achieve their goals through 
the promise of SOA, while minimizing the 
risk. Our hope is that these articles will im-
part some useful tidbits of information that 
we have gained from our experience with 
many SOA projects and spur an ongoing 
discussion in the IT community regarding 
how best to adopt and implement SOA.   
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